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Straight talk on IT security




/ About Me

 Yaniv Miron aka Lament
 Security Researcher and Consultant

« Working as a Senior Security Consultant
@ FortConsult

e Found security vulnerabilities in IBM,
Oracle, Microsoft and Apache products as
in other products

« Hacking & Security certifications

e Certified Locksmith




FORTCONSULT

Straight talk on IT security

/ About FortConsult

« IT security company established in 2002 by UIf
Munkedal
« We provide unbiased straight talk on IT security

- We are specialized in
Vulnerability assessments and penetration tests
*PCI compliance audits, consultancy
Ad hoc special consultancy

« 26 employees with more than 25 international IT
security certifications

* HQ in Denmark, delivery centers in Denmark and
Lithuania, and branch office in Russia

 Mix of projects: 60% International, 40% in Denmark

5 Security Gl
Standards Counci

QUALIFIED SECURITY
ASSESSOR




Scoville

“"The Scoville scale is a measurement of
the spicy heat (or piquance) of a chili
pepper.”

- Wikipedia (PwWNz)

SCOVILLE CHILE { HEAT CHART
1 AZP Worldwide

1
SCOVILLE HEAT UNITS - TYPES OF PEPPERS
15,000,000 Pure Capsaician
2,000,000-5,300,000 U.S. Grade Pepper Spray
1,000,000 Bhut Jolokia
577,000 Red Savina
200,000-350,000 Habanero
100,000-250,000 . Chiltepin
30,000-50,000 Cayenne
15,000-30,000 i { Arbol
12,000-30,000 | Manzano
8,000-23,000 f i Serrano
5,000-8,000 © Yellow Hot
3,500-8,000 | Jalepeiio Pepper
2,500-4,000 i Guajillo
1,500-2,500 | | Chilaca
1,000-2,500 Pasilla
1,000-2,000 Pablano
500-2,000 Anaheim
500-1,500 Chile Verde
500-1,000 Yellow Genetics
500-750 Red Chile

0 Sweet Bells




Agenda

« SCADA Hacking

« TV Cables Hacking (?)

« Hardware Hacking

« Top 4 ways to get infected from the net
e Cyber[x]

* 5 topic, ~10 minutes each




SCADA Hacking

 Lets skip the talks and move to the
demo...

e The Dismal Tool - PwnZ Modbus

o 2 WINDOWS' system 32t cond.exe

C:sSCADA~Info*dismal_scada_wv_1.B.py —h

LB R IR e e R
[-]1 Dismal, The ModBuz SCADA PuMeR ver. 1.8 [-]
[-]1 Written by Yaniv Miron aka Lament [-1
[-1 lament@ilhack.org [-1
[-1 May The SBurce Be With You?
################################################

Uzage: dismal.py 1! Host 11 Port 1! Slave(@)- Mazterill Command i1 Uerhbo
se{l or 12

Usage: i.e 122.168.163.128 5682 8 16 1 1

HELP
—h — The help you are using now

Commands =
1 ~ Report — Report will give the the header of the device

2 + ReleaselListen — Release force Listen
3 # Forceliszten — Force Listen

C:~SCADA~Info>




TV Cables Hacking (?)

 It's a new project, might work, might
not...

« Cable on my router?
« VoD on my router? Are you joking ?

 Is it encrypted ?

THEIR CRIME (S CURIOSITY




Hardware Hacking

* No, it’'s not moding a CPU to perform
better, it's actual hacking (Cracking?).

«So what would you do with a fully
encrypted laptop ? Fully hardened one ?




Top 4 net infection

« Four Horsemen of the Apocalypse
- Web Browsers

e Java

* Flash

* PDF

« USB (not)




Cyber [X]

«It's so cool to talk about cyber
[something]

 Saudi Arabia hacking ?
e Credit card over the net ?

 The fingerprint database in Israel [BAD!]
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Thank you!

Questions?
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Yaniv Mﬂ%n aka Lament @ FortConsult

(Private)

In god we trust, all others we monitor. FORTCONSULT




