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/ About Me

• Yaniv Miron aka Lament

• Security Researcher and Consultant

• Found security vulnerabilities in 

IBM, Oracle, Microsoft and Apache IBM, Oracle, Microsoft and Apache 

products as in other products.

• CISO Certified from the Technion

• Certified Locksmith



Agenda

• Steganography

• MetaData

• Trojans / Malwares• Trojans / Malwares

• Encryption

• Social Engineering

• Removable Devices / External X / Laptop



Steganography

• Steganography

– The word steganography is of Greek origin and 

means "concealed writing".
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• Steganography

– The word steganography is of Greek origin and 

means "concealed writing".



Steganography cont.



Steganography cont.



Steganography DEMO

• Image DEMO



Steganography DEMO

• Sound DEMO



MetaData

• MetaData

– Data about data



MetaData, Example

• “Just Because You’re Paranoid Doesn’t Mean 

They Aren’t After You”



MetaData cont.

• I *DON’T* want you to know what I was 

doing, when, and if it was done me or my 

secretary.



MetaData cont.

• What a simple PPT file can do…



MetaData, Example 1 cont.



MetaData, Example 1 cont.



MetaData cont.

• But wait there's more…



MetaData, Example 1 cont.



Malware

• hxxp://2677.in/yahoo.js – DO NOT USE THIS 

LINK !!!



Encryption

• Simple RAR, ZIP

• Password protected



Social Engineering

• The files are ok, nothing to see there…

• Old fashion SE



Removable Devices / External X / 

Laptop

• CD

• USB

• HD• HD

• Tokens (yes they can!)

• Laptop
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In god we trust, all others we monitor.


