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/About M86 Security Labs 

•  M86 Security Labs is a specialized global 

team of security experts and researchers 

who detect current and emerging Web and 

email threats and mitigate them quickly. 

•  M86 Security Labs provides zero-day 

protection to its customers, securing them 

from new exploits the day they’re 

discovered. 



/About Yaniv Miron 

•  Security Researcher at M86 Security Labs 

•  Yaniv Miron aka Lament 

•  Found security vulnerabilities in IBM, 

Oracle, Microsoft, Apache and more. 

•  CISO Certified from the Technion 

•  Certified Locksmith  



/About Daniel Chechik 

•  Security Researcher at M86 Security Labs 

•  Specialized in firewall equipment 

•  PKI Expert 

•  Holds CEH and CCSE certificates 
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Cybercrime topics 

    

Cyber Crime 



Exploit Kits - General information 
•  An exploit kit is a web application that serves multiple 

exploits through browsers or applications 



Exploit Kits - General information (cont.) 

•  Special features included in the package 

•  Exploit Kit authors motivation 

•  Code obfuscation, why? 



Exploit Kits - General information (cont.) 

•  Exploit kit contains: 

• Exploits 

•  Install file 

• Configuration file 

• Statistics page 

• Database 



Trojan Banker 

•  A Trojan Banker is like any other Trojan 

with “extra features” 



Cyber Crime 

•  Cyber Crime refers to crimes that involve 

computers activity, criminals using 

computers to commit illegal activities 



Money Mules 

•  Money mules transfer stolen money for 

criminals, shaving a small percentage for 

themselves 



Money Mules - Recruitment 

•  V & R- Job for You 



Cyber Crime and Money Mules (cont.) 

•  A money mule website, presents an open 

position of “Financial agent” 

•  Who wants to work there? 



Spread the (exploit) word 

•  By hacking into known websites 

•  Stolen FTP accounts 

•  Email Spam 

•  Social Networks 

•  BlackHat SEO 



Attack Story 

    

  Attack Story 



Attack Story 

•  This cybercrime gang was operating for 

several months stealing money from users 

accounts. 

•  The gang is no longer operates and all the 

relevant data was sent to the police. 



Attack Story 

Using stolen FTP accounts, the cyber gang manage to inject an Iframe 
that leads to Phoenix Exploit Kit to thousands of legi?mate websites 



The user accesses to a compromised website 
The website content contains 
redirec?on to the Phoenix Exploit Kit 

The user’s PC exploited, the payload was downloaded successfully 

The user is redirected to the Phoenix Exploit Kit 2.3 
hFp://fan******.net/.ph/5 



This specific configura?on file contains injec?on orders 
that will be used when the user access to the bank 

The malware downloads a configura?on file from: 
hxxp://uste*****.com.tr/Scripts/rd.bin 



Before the Trojan accesses to the Command & Control server 
it verifies the user’s PC  is connected to the internet. 
hFp://google.com/webhp 

The gang doesn’t want to uncover the 
main C&C to the world and using the 
Exploit Kit server as a proxy to the main 
Command & Control server  ARer successful connec?on test the bot reports 

the C&C server about new installa?on to: 
hxxp://195.***.**.147:3128/data/set.php 



Besides the Trojan banker, the 
server sends the user another 
malware – Fake AV The gang operates in mul?ple vectors, using social 

engineering it tries to convince the user to buy fake AV 



The Trojan adds a script (on the client site) to every page in 
the website. Of curse  the script is not located on the server, 
and the user is redirected to the C&C to download it: 
hxxp://cheap********card.info/brap/bscript.js 

The Trojan holds un?l the user accesses the bank 



From that point the Trojan supervises every ac?vity 
of the user with the bank. 

At the moment the user is trying to commit a 
transac?on the bot communicates with the C&C and 
receive a fully informa?on about the new transac?on 
that the bot is aFending to commit. 

The bot replace the details in the transac?on submit 
form and sends it to the server 



A sample of successful transac?on generated by the 
Trojan to the money mule account 



Exploit Kits 

    

  Exploit Kits 



Phoenix 

•  New version – Phoenix 2.5 

•  Late January 2011 



Phoenix 

•  Login Page 



Phoenix 

•  Main Page - Statistics 



Phoenix 

•  The exploit statistics organized by exploit 

name and browser type. Java exploits 

appears to have become more reliable than 

the rest of the vulnerabilities 



Phoenix 

•  Advanced statistics of the exploit kit attack 



Phoenix 

•  Summarizing of the incoming traffic from 

each country 



Phoenix 

•  Panel to upload the malware 



Phoenix 

•  Obfuscated code 



Phoenix 

•  Obfuscated code (cont.) 



Phoenix 

•  Obfuscated code (cont.) 



Phoenix 

•  De-Obfuscated code 



Phoenix 

•  De-obfuscation (cont.) 



Phoenix 

•  Exploit Kit switch mode between several 

Java vulnerabilities 



Phoenix 

•  Java vulnerabilities 



•  Java vulnerabilities (cont.) 

Phoenix 



•  Java vulnerabilities (cont.) 

Phoenix 



•  import javax.sound.midi.*; (CVE-2009-3867) 

•  “Stack-based buffer overflow in the 

HsbParser.getSoundBank function in Sun 

Java SE in JDK and JRE 5.0 allows remote 

attackers to execute arbitrary code via a 

long file: URL in an argument…” 

Phoenix 



•  We even got a MSF module 

Phoenix 



•  PDF vulnerabilities 

•  Example: util.printf 

•  PDF name: (random name).pdf 

Phoenix 



Phoenix 

•  Lets explore the PDF… 



Phoenix 

•  Lets explore the PDF… (cont.) 

•  We have 7 objects, object 6 points to object 

7 and tells us that there is JS inside 

•  Object 7 uses different kind of decodes: 

• FlateDecode 

• ASCIIHexDecode 

• ASCII85Decode 



Phoenix 

•  FlateDecode 



Phoenix 

•  Inflate - > ASCIIHexDecode 



Phoenix 

•  ASCIIHexDecode -> ASCII85Decode 



Phoenix 

•  ASCII85Decode -> “Clear Text” 



Phoenix 

•  What is missing? 



Phoenix 

•  );         (: 



Phoenix 

•  How does it execute? 



Phoenix 

•  hqyse=String.fromCharCode 

•  (0x65,0x76,0x61,0x6c);       -> eval 



Phoenix 

•  Lets overwrite the eval… 



Phoenix 

•  Adobe util.printf (CVE-2008-2992) 



Phoenix 

•  Adobe util.printf (CVE-2008-2992) 

•  “Stack-based buffer overflow in Adobe 

Acrobat and Reader 8.1.2 and earlier allows 

remote attackers to execute arbitrary code 

via a PDF file that calls the util.printf 

JavaScript function with a crafted format 

string argument” 



Phoenix 

•  Shellcode + Heap Spary 



Phoenix 

•  Shellcode analysis 



Phoenix 

•  Some debugging with cool colors 



Phoenix 

•  WHAT?! CVE-2008-2992 

•  Cool stuff never get too old… 



Phoenix 

•  Exploit Kit source code 

•  The script loads all the exploits into 

variables 



Phoenix 

•  The script uses the browser User-Agent to 

load the appropriate exploit 



Phoenix 

•  After the user installs the exploit kit, he 

required to activate it 



Phoenix 

•  The author of the exploit kit generates 

activation key for each customer 



Phoenix 

•  Once the clients activate the exploit kit, the 

author takes care to load the exploits to the 

server and keep updating it 



Phoenix 

•  Unlike the new version, the older version 

contains a fixed Activation Key which can 

be easily discovered 



Phoenix 

•  Like most of the Exploit kits Phoenix 

Exploit Kit 2.5 contains several 

vulnerabilities such as: 

• Authentication Bypass 

• SQL Injection 

• Remote Code Injection (RCE)  



Phoenix - Authentication Bypass 

•  Authentication Bypass 

•  In order to login to administration panel, 

the user require to insert password 

•  But, The variable $ADMINLN was never 

initialized, therefore using a fake SHA1 

password equivalent to the inserted key 

would bypass this authentication 



Phoenix - Authentication Bypass (cont.) 



Phoenix - SQL Injection 

•  The variable $_GET[n] missing input 

validation that can cause an SQL Injection 



Phoenix - SQL Injection (cont.) 

•  The same vulnerability can be found in the 

main infection page 



Phoenix - RCE 

•  Remote Code Injection (RCE)  

•  Inject code to the configuration file 



Phoenix – RCE (cont.) 

•  We can control the following parameters  



Phoenix – RCE (cont.) 

•  In case the script doesn’t manage to 

connect to the database, it throws an a 

exception and stops 



Phoenix – RCE (cont.) 

•  The script writes the database connection 

into the configuration file 



Phoenix – RCE (cont.) 

•  Let’s wrap all the information together  
•  Create a remote DB with a password like: “";echo system($_GET[c]);$a="” 

•  Insert the relevant information in the installation page 

•  Install the Exploit Kit 

•  At the end of the installation it will successfully install the exploit kit in case 

that GPC is off 

•  Execute your code using the configuration file, you will receive the path to 

the randomize configuration file 



Phoenix – RCE (cont.) 

•  Let’s wrap all the information together  

         (cont. ) 



Open Source Exploit Kit 

•  It’s open source 

•  It’s free 

•  Published by “cr333k” at opensc forums 



Open Source Exploit Kit (cont.) 

•  Open Source exploit kit login page 



Open Source Exploit Kit (cont.) 

•  Administration panel  



Open Source Exploit Kit (cont.) 

•  Spread the attack via obfuscated IFrame  



Open Source Exploit Kit (cont.) 

•  Generates a new code every page refresh 



Open Source Exploit Kit (cont.) 

•  Panel to upload the malware 



Open Source Exploit Kit (cont.) 

•  Obfuscated code 



Open Source Exploit Kit (cont.) 

•  De-Obfuscated code 



Open Source Exploit Kit (cont.) 

•  Main Vulnerabilities 
•  IE MDAC Vulnerability (CVE-2006-0003) 

•  IE SnapShot Viewer ActiveX Vulnerability (CVE-2008-2463) 

•  IE iepeers Vulnerability (CVE-2010-0806) 

•  Java WebStart Command Line Injection Vulnerability (CVE-2010-1423) 

•  Adobe Reader CollectEmailInfo Vulnerability (CVE-2007-5659) 

•  Adobe Reader Collab GetIcon Vulnerability (CVE-2009-0927) 

•  Adobe Reader LibTiff Vulnerability (CVE-2010-0188) 



Open Source Exploit Kit (cont.) 

•  Other exploits which were not added in this 

version 



Neosploit 

•  MaaS – Malware as a Service 

•  Build 4.2 

•  NeoSploit Exploit Kit was back to business 

at 2009. 



•  Infection process 

Neosploit 

… <malicious  IFRAME>… 

Genera?ng  obfuscated JS 

Genera?ng key and 
sending it to the server 

Using the key to 
generate an encrypted 
script that is send back 
to the client The browser opens the 

encrypted script with his 
key and execute the JS 
code 



Neosploit  - Obfuscated Code 

•  Looks like a regular HTML page 



•  A closer look … 

Neosploit  - Obfuscated Code 



Neosploit – De-Obfuscation 

•  The first de-obfuscation stage 



Neosploit 

•  Second stage - 

the client downloads a 

malicious script 



Neosploit 

•  Exploit kit tries to exploit Java and PDF 

vulnerabilities 



Neosploit - Advantages 

•  High level of obfuscation 

•  Neosploit is not for sale 

•  Neosploit provides the exploit kit as a 

service 

•  Neosploit backend is activated only by the 

team itself  



Neosploit – Advantages (cont.) 

•  Neosploit is harder to locate, it uses a 

proxy server 

•  Harder to expose the Neosploit team 

•  Simple installation 

•  It simplifies the toolkit updating procedure 



Neosploit – Login Panel 

•  Neosploit login panel 



Neosploit - Infection Statistics 

•  Operation system statistics 



Neosploit – Control Panel 

•  Browser statistics 



Neosploit – Control Panel 

•  Configuration rules of the payload 



Conclusion 

•  Exploit kits are using the same developing 

methods of a regular application 

•  Exploit kits are using a complicated 

obfuscation to handle AVs and IPSs 

•  Exploit kits usually uses known exploits 

•  Cyber Criminal making good money by 

using exploit kits 



Conclusion 

•  Four Horsemen of the Apocalypse: 

• Browsers 

• PDF 

• Flash 

• Java  



# E [0] F # 
Thank you! 

Questions? 
  >> 

Yaniv Miron – Yaniv.Miron@M86Security.com 
Daniel Chechik – Daniel.Chechik@M86Security.com 

M86 Security Labs - http://labs.m86security.com  
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